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 Purpose 

(A). The purpose of this Policy is to — 

(a) outline the University’s commitment to safeguard cardholder data. 

(b) establish the University framework for protected payment card data and related 

activities. 

(c) ensure full compliance with the Payment Card Industry Data Security Standards (PCI 

DSS) when handling UWA payment card data and activities.  

(d) express the responsibilities for the governance and management of the University 

payment card activities. 

(e) uphold strict security measures and to clearly define roles and responsibilities, to 

ensure that all card payment activities occur through approved and secure 

channels.  

(f) provide oversight, training, and reporting, to maintain the highest standard of 

security and compliance to protect the interests of all stakeholders across the 

University. 

(g) promote a culture of integrity and accountability in all payment card-related 

activities. 

 Scope 

(A). The scope of this Policy applies to the all University staff, contractors, controlled entities, 

and third parties involved in accepting, processing, or managing payment card data. 

(B). All systems, infrastructure, or platforms that store, process, or transmit cardholder data on 

behalf of the University. 



 Policy 

 Governance and Oversight 

(A). The University maintains a robust governance and oversight framework to ensure all 

financial transactions, including payment card processing, are conducted securely, 

transparently, and in compliance with applicable laws and standards.  

(B). Non-compliance with this PCI Policy may result in disciplinary measures for responsible 

individuals and may expose the institution to significant financial, operational, legal, and 

reputational risks. Enforcement of this policy is the responsibility of the Manager of 

Financial Transactions in coordination with People and Culture, and relevant line 

managers. All parties in this policy scope are required to adhere to this policy to ensure 

the security of cardholder data. 

 Compliance Requirements 

(A). All applicable parties, as defined in the scope of this document, must handle all 

cardholder data in a manner consistent with PCI DSS and this policy, and must not store, 

process or transmit cardholder data within IT assets connected to any University owned or 

managed IT network. 

(B). Card-based transactions must be stored, processed or transmitted using PCI DSS 

compliant: 

(1). networks and systems owned and operated by third party providers. 

(2). interactive voice response services operated by third party providers. 

(3). card equipment isolated from the University’s ICT networks (e.g.   standalone).  

(4). IT assets isolated from the University’s IT networks (e.g. standalone); or  

(5). PCI DSS–validated mobile payment solutions (applications, card readers, and 

associated service providers) approved by the University may be used for 

processing transactions. Cardholder data must never be stored on a mobile 

device. 

(6). All parties in this scope must not: 

(a). send or receive cardholder data by email, instant messaging, SMS or 

any other IT service.  

(b). store sensitive authentication data in any form, after authorisation of a 

card transaction. 

(7). Storage includes, but is not limited to, paper, photocopy, spreadsheet, scanned 

copy, and email.  

 



Roles and Responsibilities 
 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

• Responds to reports of tampering, theft, or 

suspicious behaviour involving payment 

terminals. 

• Assists in investigations involving suspected 

breaches or device compromise. 

• Supports secure storage or transportation of 

payment equipment where needed. 

• Ensures that vendor agreements involving 

cardholder data include necessary PCI DSS 

clauses. 

• Supports Finance in vetting third-party service 

providers. 

• Helps manage contract renewals and 

reviews from a compliance risk perspective, 

including obtaining and reviewing annual 

attestations of compliance where required. 
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