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1 Purpose

(A). The purpose of this Policy is to —

(a) outline the University’'s commitment to safeguard cardholder data.

(b) establish the University framework for protected payment card data and related
activities.

(c) ensure full compliance with the Payment Card Industry Data Security Standards (PCI
DSS) when handling UWA payment card data and activities.

(d) express the responsibilities for the governance and management of the University
payment card activities.

(e) uphold strict security measures and to clearly define roles and responsibilities, to
ensure that all card payment activities occur through approved and secure
channels.

(f) provide oversight, training, and reporting, to maintain the highest standard of
security and compliance to protect the interests of all stakeholders across the

University.
(g) promote a culture of integrity and accountability in all payment card-related
activities.
2 Scope
(A). The scope of this Policy applies to the all University staff, contractors, controlled entities,

and third parties involved in accepting, processing, or managing payment card data.

(B). All systems, infrastructure, or platforms that store, process, or transmit cardholder data on
behalf of the University.



3

Policy

3.1 Governance and Oversight

(A).

(B).

The University maintains a robust governance and oversight framework to ensure all
financial transactions, including payment card processing, are conducted securely,
transparently, and in compliance with applicable laws and standards.

Non-compliance with this PCI Policy may result in disciplinary measures for responsible
individuals and may expose the institution to significant financial, operational, legal, and
reputational risks. Enforcement of this policy is the responsibility of the Manager of
Financial Transactions in coordination with People and Culture, and relevant line
managers. All parties in this policy scope are required to adhere to this policy to ensure
the security of cardholder data.

3.2 Compliance Requirements

(A).

(B).

All applicable parties, as defined in the scope of this document, must handle all
cardholder data in a manner consistent with PCI DSS and this policy, and must not store,
process or transmit cardholder data within IT assets connected to any University owned or
managed IT network.

Card-based transactions must be stored, processed or transmitted using PCI DSS
compliant:

(1). networks and systems owned and operated by third party providers.
(2). interactive voice response services operated by third party providers.
(3). card equipment isolated from the University’s ICT networks (e.g. standalone).
(4). IT assets isolated from the University’s IT networks (e.g. standalone); or
(5). PCI DSS-validated mobile payment solutions (applications, card readers, and

associated service providers) approved by the University may be used for
processing fransactions. Cardholder data must never be stored on a mobile

device.
(6). All parties in this scope must noft:
(a). send or receive cardholder data by email, instant messaging, SMS or
any other IT service.
(b). store sensitive authentication data in any form, after authorisation of a
card transaction.
(7). Storage includes, but is not limited to, paper, photocopy, spreadsheet, scanned

copy, and email.



Roles and Responsibilities

Role

Responsibilities

Chief Financial Officer

Holds overall accountability for PCI DSS compliance.

Head of Financial Compliance

Day-to-day coordination is delegated by the Head of
Financial Compliance to Manager Finance Operations within
the Financial Compliance portfolio, Manager of University IT
team, and Supervisors of relevant business areas.

UWA Finance Operations

UWA Finance Operations is responsible for overseeing the
University's PCI DSS compliance across financial operations.
Key responsibilities include:

e Maintaining a register of all payment ferminals,
including locations, tamper-evident sficker
numbers, and authorised users.

e Maintaining a complete inventory of all third-party
service providers that store, process, transmit, or
could otherwise impact the security of cardholder
data.

e Administering merchant banking facilities and
implementing compliant card payment processes.

e Restricting access to relevant third-party and
internal systems to personnel with a documented
business need.

e Providing training to staff on recognising and
reporting suspicious behaviour or device
tampering to Campus Security.

e Reporting any actual or suspected PCI DSS breach
fo the University’'s banking partner and
initiating/coordinating Finance's internal response
actions in accordance with the University's PCI
Incident Response Plan.

University IT

University IT must provide and maintain the technical security
measures (like firewalls, encryption, monitoring, and system
hardening) that are required under PCI DSS, to make sure the
cardholder data environment is protected and compliant. This
responsibility is essential to ensure that all systems involved in
the processing, fransmission, or storage of payment card
information meet the security requirements mandated by the
Payment Card Industry Data Security Standard (PCI DSS and
the University's Cyber Security standards.

University IT must ensure that appropriate security controls,
procedures, and technologies are implemented and
maintained.




Local Business Aredas

Local Business Areas that accept or process card payments
are responsible for ensuring compliance with the University’s
PCI Policy and relevant PCI DSS requirements. Their key
responsibilities include:

Securing all EFTPOS terminals against theft or
tampering, with tamper-evident stickers applied
and maintained.

Performing and documenting regular inspections
using the approved PCI Terminal Inspection
Checklist.

Reporting any tampering, malfunctions, or
suspicious activity to Finance and University IT
immediately.

Ensuring staff who handle cardholder data
complete PCI training before access and
undertake annual refresher training, with records
maintained.

Prohibiting the storage or transmission of
cardholder data via insecure channels (e.g.,
paper, email, or text).

Using only approved University systems, devices,
and third-party payment service providers.

Restricting access to payment terminals to
authorised personnel.

Reporting suspected breaches, data
compromises, or lost/stolen devices to the PCI
Compliance and IT Security teams without delay.

Consulting Finance before implementing any new
payment solution fo assess and document PCI
compliance.

PCI Compliance Control
Group

The University will establish a PCI Compliance Control Group
responsible for coordinating all PCI DSS compliance activities.
This Group will:

Coordinate the University's overall PCI DSS
compliance efforts.

Develops and maintains PClI documentation,
policies, and procedures.

Oversees internal assessments and readiness
reviews.

Leads the response to any PCl-related incidents or
audits.

Works with all stakeholders to ensure PCI
compliance is embedded across operations.

Membership will include representatives from:




Finance (Chair/Sponsor)
University IT (Technology Lead)
Procurement / Contracts (Vendor oversight)

Key business units accepting payments (e.g.,
Student Services, Parking, Events).

UWA Finance

Responds to reports of tampering, theft, or
suspicious behaviour involving payment
terminals.

Assists in investigations involving suspected
breaches or device compromise.

Supports secure storage or tfransportation of
payment equipment where needed.

Procurement and Legal

Ensures that vendor agreements involving
cardholder data include necessary PCI DSS
clauses.

Supports Finance in vetting third-party service
providers.

Helps manage contract renewals and
reviews from a compliance risk perspective,
including obtaining and reviewing annual
aftestations of compliance where required.




Definitions

Term

Definition

Cardholder Data

Personal Account Number (PAN) only or PAN plus any of the
following: Cardholder name, Expiration date.

Payment Card

Any credit or debit card that bears the logo of Visa,
MasterCard, American Express, Discover, or JCB.

Payment Card Data

Any data contained on a Payment Card that may be 'stored,
processed or fransmitted’ in any form, whether hardcopy or
electronic. Note: If the PAN is not ‘stored, processed or
fransmitted’ then PCI DSS does not apply.

Payment Card Industry (PCI)

The Payment Card Industry operates through a body known as
the PCI Security Standards Council. This Council comprises the
following credit card service suppliers: American Express,
Discover Financial Services, JCB International, MasterCard
Worldwide and Visa Inc.

Payment Card Industry Data
Security Standards (PCI DSS)

A set of security standards promulgated by the payment card
industry so that merchants have a single set of Cardholder
Data Security Standards against which to measure the security
of the infrastructure, systems and processes used o process
card transactions with respect to sensitive credit Cardholder
Data such as card number, card security number, etc.

Staff

For the purposes of these procedures, this term encompasses
all forms of employee status, including contractors, involved in
supervising or processing payment card transactions through
any of the University’s approved payment systems, or both.

IT Assef

It means fechnology resource that could potentially store,
process, or transmit cardholder data, including:

e Servers (physical or virtual)
« Workstations / laptops

« Network devices (routers, switches, firewalls, wireless
access points)

« Storage systems (databases, file servers, cloud
storage)

« Applications and software (on-premises or Saas, if
connected to the network)

« Peripheral devices (e.g., printers, POS terminals, card
readers if not isolated)

IT Network

It means a digital telecommunications network between
nefwork devices that allows IT assets fo communicate.




Merchant Bank

It means a banking facility that enables payments to be
accepted by debit payment card, credit payment card or
electronic funds transfer point of sale (EFTPOS).

Network Device

It means any IT asset that provides a technology function
within a telecommunications network, including but not limited
to firewalls, switches, routers, wireless access points, network
appliances and other security appliances.

SMS

It means short message service, a text messaging service
component of most telephone, internet, and mobile device
systems.

Tamper-Evident Sticker

A security seal placed on payment terminals to provide visible
evidence if a device has been opened, altered, or tampered
with. These stickers are uniquely numbered and must be
inspected regularly for signs of damage, removal, or
replacement as part of the University's PCl compliance
procedures.

University’s Bank

It means the bank with which the University holds a merchant
account.

University Corporate Card

It has the meaning set out in the Corporate Card Procedures.

Note: Information related to a university corporate card must
be held securely, consistently with the Cyber Security Policy
2019 and associated procedures and technical standards.

Legislative Context

Relevant Legislation or Regulations

Payment Card Industry Data Security (PCI DSS) Procedures

UWA Cyber Security Policy 2022

UWA Incident Response Plan

Public Governance, Performance and Accountability Act 2013 (Cth)
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