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1 Purpose
1.1 The purpose of this Policy is to establish a consistent and compliant framework for the prevention,

identification, assessment and management of University Information breaches to:

(a) protect individuals from harm arising from the misuse, loss or unauthorised access to personal
information;

(b) ensure timely, effective and proportionate responses to information breaches; and

(c) support the University’s compliance with applicable information privacy and information sharing
laws and obligations.

1.2 This Policy is to be read in conjunction with the following —
(a) Information Privacy Policy;
(b) Information Breach Response Procedures (under development);
(c) Information Protection Policy;
(d) Information Retention Policy;
(e) Acceptable Use of Information Technology Policy; and
(f) UWA Code of Conduct.
2 Definitions
Term Definition
Affected Individual If personal information that relates to an individual is accessed,
disclosed or lost in a notifiable information breach, the individual is an
affected individual in relation to the breach.
Information Breach An information breach is any incident involving the unauthorised access,

unauthorised disclosure, alteration, or loss of University Information.
An information breach may occur intentionally or unintentionally and
includes situations where information is:

Accessed by unauthorised persons;

Disclosed inappropriately;

Lost, destroyed, misplaced, or stolen;

Compromised due to system or process failures.
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Notifiable Information Breach A notifiable information breach occurs when unauthorised access,

unauthorised disclosure, or loss of personal information or sensitive
personal information held by the University is likely to result in serious
harm to one or more individuals to whom the information relates.

Information Users A member of the University Community that creates, captures, receives
or uses University Information.

Personal Information As defined in the UWA Information Privacy Policy.

Sensitive Personal Information As defined in the UWA Information Privacy Policy.

University The University as defined in Part 1 section 2 of the University of Western
Australia Act 1911 (WA).

University Community All individuals who engage in University activity and/or use University
property.

University Information All data, records and information created, captured, processed, stored,

shared and/or disposed of by the University Community or on behalf of
the University relating to University business in any format or medium.

University Officer University Officer means any individual employed, appointed, engaged

3.2

3.3
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or otherwise authorised by the University to perform duties or exercise
functions on behalf of the University, including, but not limited to:

(a) Senate Members and Senate committee members;

(b) Employees (full-time, part-time, fixed term and casual);

(c) Contractors;

(d) holders of honorary, adjunct or clinical appointments; and

(e) holders of the title Emeritus or Emerita.

Scope

This Policy applies to all University Officers as well as affiliates, volunteers, students and other third
parties when acting for, on behalf of, or under the control or direction of the University when
collecting, holding, accessing, utilising, sharing, retaining or disclosing University Information as part
of a University activity.

This Policy applies to all actual or suspected information breaches involving University Information,
regardless of the format or location of the information.

Compliance with this Policy and any supporting guidance or subordinate documentation issued
under it is mandatory.

Information Breach Principles

The University manages information breaches in accordance with the following principles:

4.1

4.2

The University takes reasonable steps to prevent information breaches and maintains appropriate
capabilities to identify and respond to breaches, including relevant procedures, clearly assigned
roles and responsibilities, and training for University Officers commensurate with their roles and
responsibilities.

Information Breaches, including suspected breaches, must be identified and reported as soon as
practicable after they are detected to enable prompt assessment and response.

(a) Inthe event of an actual or suspected information breach, members of the University Community
(other than third parties engaged by the University under a contract for services) must
immediately:

e Report to University IT via (+61) 8 6488 1234 or emailing servicedesk@uwa.edu.au when
immediate response and containment measures are required; and

e Report the information breach to the UWA Privacy Office via the University’s Privacy
website or by emailing privacy@uwa.edu.au.
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(b) Contracts between the University and third parties must include obligations requiring the third
party to act in a manner that supports and enables the University to comply with these
identification and reporting requirements, including by promptly notifying the University of any
actual or suspected information breach and complying with directions given by the University’s
nominated contract representative.

University Officers and Information Users must comply with the Information Breach Response
Procedure and follow guidance and instructions provided by the Privacy Office.

All information breaches must be assessed in a consistent, documented and timely manner to
determine their nature, scope and potential impact, including whether the breach constitutes a
Notifiable Information Breach under applicable legislation.

The University must take proportionate action to contain information breaches, mitigate harm to
affected individuals, and reduce the likelihood of recurrence.

Where required or mandated by law, authorised University Officers must notify affected individuals
and relevant regulatory authorities such as, but not limited to, the Office of the Information
Commissioner (WA) and may provide notification in other circumstances where appropriate to
mitigate risk or support transparency.

Information breaches must be recorded in a mandatory breach register maintained by the University
to support oversight and required reporting to regulatory authorities.

Responsibility for oversight, coordination and assurance of information breach management is
assigned to the University’s designated Privacy Officer, supported by defined roles across the
University as per the Privacy Policy.

Information breach management activities and decisions must be documented and used to inform
assurance, audit, and continuous improvement of the University’s information governance
framework.

Breaches and Consequences

Breaches of this Policy or supporting guidance or subordinate documents issued under this Policy
may result in action under applicable University policies, enterprise agreements, contracts or
legislation, including disciplinary or contractual action, where appropriate.

Legislative Context

Relevant Legislation or Regulations

University of Western Australia Act 1911 (WA)

University of Western Australia Statute (2020)

Privacy and Responsible Information Sharing Act 2024 (WA)

Information Commissioners Act 2024 (WA)

Privacy Act 1988 (Cth)

Data Availability and Transparency Act 2022 (part 3.3)

Tertiary Education Quality and Standards Agency Act 2011 (Cth)
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