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Cyber Security
Policy

1 Purpose

The purpose of this Policy is to —

express the commitment of the University in maintaining adequate Cyber Security as an enabler of academic freedom, student and staff security, and trusted research;

establish a Cyber Security framework for risk-based protection of Information Resources;

express the responsibilities for the governance and management of Cyber Security; and

contribute to maintaining a University culture of integrity.
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This policy is to be read in conjunction with the following —

Cyber Security standards and guidelines; and

Cyber Security Controls Catalogue.

2 Scope

2.1 Institutional Scope

The scope of this Policy applies to the entire University.

2.2 Individual Scope

The scope of this Policy applies to the entire University Community.
3 Cyber Security Framework

Cyber Security means the protection of the confidentiality, integrity and availability of Information Resources. Cyber Security focuses on the technical aspects of safeguarding University Information, forming an integral part of Information Protection.
Information Resources mean any IT Service, IT Asset or digital information. 
IT Asset means any tangible or intangible thing, belonging to, or contracted to the University or members of the University Community, which is worth protecting and used to access, process, store or transmit data.

The University must maintain and continually improve a Cyber Security Framework that provides detailed requirements for the effective and risk-based protection of Information Resources.

The Cyber Security Framework must include at least the following components —

(1). Cyber Security Policy;

(2). Acceptable Use of IT Policy;

(3). Cyber Security standards and guidelines; and

(4). Cyber Security Controls Catalogue.

The Cyber Security Framework will express requirements across the following functional areas of Cyber Security —

Identify – Development of organisational understanding to identify and manage Cyber Security risk to Information Resources;

Protect - Development of appropriate safeguards to reduce Cyber Security risks and ensure delivery of critical services;

Detect - Development of activities to identify the occurrence of a Cyber Security Event;

Respond - Development of activities to address Cyber Security Incidents; and

Recover - Development of arrangements to restore Information Resources impacted by a Cyber Security Incident. 
Cyber Security Event means an occurrence of a system, service or network state indicating a possible breach of security policy, failure of safeguards or a previously unknown situation that may be relevant to security. 
Cyber Security Incident means an unwanted or unexpected Cyber Security event or events that is not part of the standard operation of a service and that causes, or may cause, an interruption to, or a reduction in, the quality of that service or the University prompting the need for a response and recovery. 

Cyber Security Risk Rating means a numeric value representing the confidentiality, availability and integrity requirements of an Information Resource. The rating is established using the University IT Risk Management Standard.

Technical System Owner means a senior UWA employee responsible for the day-to-day management, maintenance and administration of an Information Resource as per agreed standards, policies and expectations of the Business System Owner of the Information Resource.
4 Cyber Security Practices

Business System Owners, Information Stewards, Technical System Owners and Information Custodians must observe the following practices of the “Identify” functional area of Cyber Security in accordance with detailed requirements defined in the Cyber Security Controls Catalogue and Standards —

the identity, ownership and Cyber Security Risk Rating of University Information Resources must be determined and documented;

Cyber Security risks must be proactively identified, documented, mitigated and monitored through a formal risk management process commensurate to Cyber Security Risk Rating; and

Cyber Security risks arising from third party suppliers, vendors and partners accessing or providing Information Resources with high Cyber Security Risk Rating must be identified, documented, mitigated and monitored.

Business System Owners, Information Stewards, Technical System Owners and Information Custodians must observe the following practices of the “Protect” functional area of Cyber Security in accordance with detailed requirements defined in the Cyber Security Controls Catalogue and Standards —

physical and logical access to Information Resources must be authorised and restricted to the minimum level required for authorised business purposes;

access to high Cyber Security risk rated Information Resources must be regularly reviewed;

UWA Digital Identities must be established, managed and withdrawn in a secure and accountable manner;

multiple methods must be used to identify and authenticate personnel to Information Resources with high Cyber Security Risk Rating;

Privileged User Accounts must not be used to browse the web, obtain files from online services or access emails;

Non-privileged User Accounts should only be used to perform non-privileged actions;

users of Information Resources must participate in Cyber Security awareness training on a regular basis;

all Information Resources must be designed, procured, developed, deployed, maintained and decommissioned in a secure and accountable manner;

high Cyber Security risk rated University Information must be encrypted at rest;

University Information must be encrypted in transit between different systems; and

high Cyber Security risk rated Information Resources, including their configuration settings, must be backed up in a secure and proven manner.

Privileged User Account means accounts that provide Information Resources access which can circumvent a system’s controls. Privileged access can be used to modify system security configurations. Examples include, enterprise, global, administrator, system, vendor, service, database/application admin accounts. Privileged access also includes tokens, certificates, and API keys. (such as an IT administrator account) 

Non-privileged User Accounts means accounts that provide Information Resources access which cannot circumvent or modify a system’s controls. These accounts are provided for the purposes of using Information resources for non-administrative activities such as reading email or browsing the web.

Business System Owners, Information Stewards, Technical System Owners and Information Custodians must observe the following practices of the “Detect” functional area of Cyber Security in accordance with detailed requirements defined in the Cyber Security Controls Catalogue and Standards —

event logs of high Cyber Security risk rated Information Resources must be produced, collected and analysed to detect and respond to Cyber Security Events; and

Cyber Security events must be monitored and analysed to identify Cyber Security Incidents.

Business System Owners, Information Stewards, Technical System Owners and Information Custodians must observe the following practices of the “Respond” functional area of Cyber Security in accordance with detailed requirements defined in the Cyber Security Controls Catalogue and Standards —

users of Information Resources must promptly notify University IT of any suspicious activity or Cyber Security incident;

Cyber Security incidents must be responded to and contained to minimise business impact and restore affected Information Resources; and

applicable authorities must be notified of significant Cyber Security incidents according to legal or regulatory requirements.

Business System Owners, Information Stewards, Technical System Owners and Information Custodians must observe the following practices of the “Recover” functional area of Cyber Security in accordance with detailed requirements defined in the Cyber Security Controls Catalogue and Standards —

adequate IT resilience capability must be maintained to enable timely recovery of high Cyber Security risk rated Information Resources; and

post incident review must be undertaken for all significant Cyber Security incidents to document lessons learnt and drive continuous improvement.

5 Cyber Security Roles and Responsibilities 

Senate will be responsible for —

overseeing and monitoring the assessment and management of Cyber Security risk across the University; and

setting the University’s Cyber Security risk appetite and tolerance levels.

Executive Members will be responsible for —

overall Cyber Security risk management and compliance across the University;

overseeing the allocation of resources to enable effective Cyber Security risk management;

promoting an appropriate Cyber Security culture across the University;

endorsing the strategic direction of Cyber Security;

endorse or assign University wide management responsibilities for Cyber Security; and

governing the implementation of adequate Cyber Security measures through University Committees.

Members of the University Community will be responsible for —

all activities originating from their UWA Digital Identities; and

applying this Policy and the Cyber Security Framework to any Information Resources that they —

develop;

acquire;

procure;

administer; and

in anyway control, including via third party suppliers, vendors and partners.

supporting the identification and management of Cyber Security risks and incidents in accordance with requirements defined in the Cyber Security Framework; and

supporting the University IT Cyber Security Function when conducting Cyber Security reviews.

The University IT Cyber Security Function will be responsible for —

developing and administering —

the Cyber Security Framework;

Cyber Security reference architecture models as part of the University architecture repository;

Cyber Security risk management in accordance with the Risk Policy; and

The Cyber Security Control Exemption process.

overseeing the design and implementation of —

the Cyber Security Strategy; and

Cyber Security programs and capabilities in accordance with requirements defined in the Cyber Security Framework.

recommending appropriate technical standards to the Chief Information Officer;

providing Cyber Security advice, training and awareness, to improve the University Community’s ability to comply with the requirements of the Cyber Security Framework and manage Cyber Security risk;

supporting Executive Members, Business System Owners, Information Stewards, Technical System Owners and Information Custodians in identifying and managing Cyber Security risk;

conducting Cyber Security reviews;

liaising with state and federal agencies on Cyber Security matters; and

managing Cyber Security incidents in accordance with the —

Cyber Security Framework;

Major Incident Management Standard; and 

Information Privacy Incident Response Plan.

Information Governance will be responsible for —

identifying and maintaining information governance roles, including Business System Ownership and Information Stewardship, as endorsed by Executive Members;

overseeing the design and implementation of —

the overarching Information Protection Strategy; and

Information Protection programs and capabilities; and

providing information privacy, protection and retention advice, training and awareness.

Business System Owners and Information Stewards will be responsible for —
assigning a Cyber Security Risk Rating for Information Resources within their area of accountability as determined in accordance with the requirements in the Cyber Security Framework;

ensuring that Information Resources within their area of accountability have controls designed, built, operated, and maintained in accordance with the requirements in the Cyber Security Framework;

identifying, reporting, owning and managing Cyber Security risks associated with Information Resources, third party suppliers, vendors and partners within their area of accountability in accordance with the Risk Policy; 

supporting the University IT Cyber Security Function when conducting Cyber Security reviews;

demonstrating that high Cyber Security risk rated Information Resources within their area of accountability comply with the requirements in the Cyber Security Framework;

Business Systems Owners may formally assign management of Information Resources within their area of accountability to Technical System Owners or retain associated responsibilities; and

Information Stewards may formally assign management of Information Resources within their area of accountability to Information Custodians or retain associated responsibilities.

Technical System Owners and Information Custodians will be responsible for —
ensuring that Information Resources within their area of responsibility have controls designed, built, operated, and maintained in accordance with the requirements in the Cyber Security Framework;

identifying, reporting, owning and managing Cyber Security risks associated with Information Resources, third party suppliers, vendors and partners within their area of accountability in accordance with the Risk Policy; and

supporting the University IT Cyber Security Function when conducting Cyber Security reviews. 

Chief Information Officer will be responsible for —
acting as Business System Owner for shared Information Resources that are not directly attributable to a single business capability;

allocating sufficient resources and support for managing Cyber Security risks;

suspending access to Information Resources by members of the University Community where such access —

risks causing a major Cyber Security incident; or

constitute unauthorised non-compliance with requirements of the Cyber Security Framework.

taking steps to cease any Information Resource operation or activity that —

risks causing a major Cyber Security incident; or

constitute unauthorised non-compliance with requirements of the Cyber Security Framework.

6 Cyber Security Control Exemptions

Cyber Security Control Exemption means formally acknowledged and documented non-compliance with a requirement or safeguard prescribed in the Cyber Security framework.  
Any non-compliance of high Cyber Security risk rated Information Resources with this Policy, or the Cyber Security Controls Catalogue must be reported to the University IT Cyber Security Function in accordance with the requirements in the Cyber Security Framework.
Authorised control exemption may be granted by the University IT Cyber Security Function following risk assessment.

Definitions

Business System Owner is defined in the Information Protection Policy.
Cyber Security is defined in section 3
Cyber Security Control Exemption is defined in section 6 
Cyber Security Event is defined in section 3 
Cyber Security Incident is defined in section 3 
Cyber Security Risk Rating is defined in section 3
Executive Member is defined in the Policy Framework Policy.
Information Custodian is defined in the Information Protection Policy.  

Information Protection is defined in the Information Protection Policy.
Information Resources is defined in section 3 
Information Steward is defined in the Information Protection Policy.  

IT Asset is defined in section 3

IT Service is defined the Acceptable Use of IT Policy. 
Non-privileged User Accounts is defined in section 4
Policy is defined in the Policy Framework Policy.

Privileged User Account is defined in section 4
Senate is defined in the University of Western Australia Act, 1911 (WA).

Technical System Owner is defined in section 3
University is defined in the Policy Framework Policy.
University Committee is defined in the Delegations Framework Policy.

University Community is defined in the Policy Framework Policy. 

University Information is defined in the Information Protection Policy. 

UWA Digital Identity is defined in the Acceptable Use of IT Policy.
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