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Information Retention
Policy

1 Purpose

The purpose of this Policy is to —

express the Information Retention practices;

support consistency in recordkeeping across the University;

contribute to the effective flow and re-use of University Information; and

contribute to providing world-class education, research and community engagement for the advancement of the prosperity and welfare of our communities.
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2 Scope

2.1 Institutional Scope

The scope of this Policy applies to the entire University.
2.2 Individual Scope

The scope of this Policy applies to the entire University Community.
3 Information Retention

Information Retention means the collection, management and retention of University Information and Records for as long as required in accordance with relevant statutory and University requirements.

4 Delegation of Authority for Records Management

The Vice-Chancellor acting on behalf of the Information Owner will provide Delegation of Authority for Records Management to the —

(1). University Archivist; and

(2). Library Manager (Records, Archives & Digitisation Services (RADS).
5 Records

Record means any information created, received and maintained as evidence and information by an organisation or person, in fulfilment of legal obligations or in the transaction of business ISO 15489-1:2016 and may exist in electronic (digital) or physical (hardcopy) formats.

University Record means a Record created or received by the University or by an Employee in the course of the Employee’s work for the University.

A Non-Record means any recorded information that —
does not document University Activity;

is not required to be retained once reference ceases;

has no business or historical value; and/or

is not subject to retention beyond the purpose for which they are created.

Non-Records may include but are not limited to —
duplicates of documents retained for local reference purposes only;

copies of excerpts of documents used for the preparation of other documents;

personal correspondence;

externally generated publications, reports, surveys or statistics;

unsolicited marketing material including junk mail, spam, product or service brochures and catalogues; and/or

telephone message notes, to-do lists, reminders, meeting notices and routine messages.

6 University Recordkeeping

The University must —
manage University Records in accordance with the —

State Records Act 2000 (WA);
Freedom of Information Act, 1992 (WA)
have Recordkeeping Plan approved by the State Records Commission;

review and submit a refreshed Recordkeeping Plan every five years; and

include a statement of compliance with the Recordkeeping Plan each year in the University’s Annual Report.

All Employees must complete Recordkeeping Awareness Training —

within 6 weeks of onboarding as an Employee; and

within 2 months of the anniversary of an Employee’s onboarding every year.

6.1 Physical Records

Physical Records means Records that exist in an analogue form and can be read and understood without the aid of hardware or software including but not limited to —

(1). Writing;

(2). Printed or developed images;

(3). other hardcopy documents;

(4). storage media on which electronic records are stored including but not limited to —
CDs;

DVDs;

USBs; and

external hard-drives
Information Users must ensure Physical Records are stored securely and in a way that is proportional to their Information Protection Classification level and retention requirements to reduce risk of unauthorised access, damage or loss.
6.2 University Archives

University Archives means the collection of University Records identified as being Archival Records.

Archival Records means records identified as having permanent value and warranting preservation.

The University will provide for the identification, storage and preservation of, and public access to University Archives conforming to relevant legislation and State Records Commission Standard 7.

The University will adhere to Part 6 of the State Records Act 2000 (WA) to provide restriction of certain categories of State Archives as a Restricted Access Archive.

Restricted Access Archive means a category of State Archives to which public access is restricted until a period of time has passed as designated by Part 6 of the State Records Act, 2000 (WA).

The University Archives business unit within the University Library will be the Information Custodian of University Archives responsible for the University Archives —

identification;

storage;

preservation; and

access.

6.3 Vital Records

Vital Record means University Records identified as critical to the University’s operations and any loss may cause irreparable harm to the ongoing functioning of the University.

The University will develop and manage a Vital Records Register published on the University’s intranet or service directory.
7 Creation and Control of Records

Information Users must ensure that —
University Records are created, captured, shared, stored, retained and properly disposed of in accordance with this Policy;

Metadata is captured;

University Records are captured and managed in an identified System of Record;

University Records are to be valued as an institutional asset and University Property; and

Non-Records captured in University Systems are not to be retained indefinitely.

Metadata means data that provides information about other data, including but not restricted to —
descriptive;

structural;

administrative; and/or

reference.

Information Stewards must ensure adequate guidance is provided through process and work instructions to ensure the creation and control and disposal of records for their designated information type.

Information Custodians must monitor the creation and control and disposal of records in accordance with the guidance provided for their designated information type.

8 Systems of Record

System of Record means a University Information Management System identified as the source of truth for a specified type (set or subset) of University Records.

University Records must be retained and managed within that System of Record for the life of that System of Record or until disposal of those University Records.

The University will declare a Systems of Record as the source of truth for a specified type (set or subset) of University Records, in accordance with the practice of managing Records in Place.

Records in Place means the practice of managing records within the system they were created in, rather than actively moving them to an Electronic Document Records Management System (EDRMS).

Systems of Record must have an identified Business System Owner.

Business System Owners must ensure their System of Record has —
adequate record management capabilities to support the lifecycle of University Records contained for as long as they are required to be retained for statutory purposes;

adequate business controls including, but not limited to, guidelines, processes, and work instructions;

undertaken a risk assessment under the guidance from the Governance Directorate and are included in the Records Disaster Recovery Plan; and

periodic checks on the backup media used to store electronic University Records for accessibility and readability.

All Information Users must —
capture and manage University Records within an identified System of Record;

not duplicate University Information where access to a System of Record is available; and

move Non-Records to an appropriate System of Record if they become University Records.

9 Security and Protection of Records

Access to University Records will be managed in accordance with the Information Protection Policy.

Information Users involved in the procuring, approving or management of outsourced contractual arrangements where University Information is involved (i.e. through software as a Service SaaS) must include the University’s Standard Record Keeping Clause in all new outsourced contractual arrangements, in accordance with State Records Commission Standard 6.

The University must provide public access to University Records in accordance with relevant statutory requirements, its Policies and agreements for Open Data.

Open Data means data that is free to use, reuse and redistribute, subject only, at most to the requirement to attribute and share-alike.

All Information Users must store electronic University Records that require long-term retention in a format appropriate for long-term storage as directed by Records, Archives and Digitalisation Services (RADS).
10 Retention and Disposal of Records

The University must retain University Records for as long as required in accordance with relevant statutory and business requirements, including but not limited to —
Western Australian University Sector Disposal Authority;

WA General Disposal Authority for State Government Information; and

General Disposal Authority for Source Records.

The University must only dispose of University Records in accordance with the applicable Record Disposal Authority.

Records Disposal means the range of processes associated with implementing appraisal decisions.  These include the retention, deletion or destruction of records in or from recordkeeping systems and may include the migration or transmission of records between recordkeeping systems, and the transfer of custody or ownership of records.

Record Disposal Authority means a document (legal instrument) setting out the retention and disposition requirements of records and authorising their disposal.

Information Users must not destroy a University Record or transfer to University Archives unless authorised by the —
(1). relevant Information Steward; and
(2). one of the following —

University Archivist; or
           Library Manager (RADS).
Information Stewards must ensure adequate controls (e.g. processes, procedures and guidance) are developed and approved by Record Management Services for the retention and disposition of their designated information types.

Information Custodians must manage and monitor the retention and disposition of their designated information types in accordance with these controls.

10.2 Disposal of Non-Records

Information Users will dispose of Non-Records, once reference ceases, to inhibit the growth of redundant, obsolete and trivial University Information.

Definitions
Archival Record is defined in section 6.2
Business System Owner is defined in the Information Protection Policy.  

Employee is defined in the Policy Framework Policy.

Information Custodian is defined in the Information Protection Policy.

Information Owner is defined in the Information Protection Policy.

Information Retention is defined in section 3

Information Steward is defined in the Information Protection Policy.

Information User is defined in the Information Protection Policy.

Metadata is defined in section 7

Non-Record is defined in section 5

Open Data is defined in section 9

Physical Records is defined in section 6.1
Record Disposal Authority is defined in section 10

Record is defined in section 5

Records Disposal is defined in section 10

Records in Place is defined in section 8

Restricted Access Archive is defined in section 6.2
System of Record (SoR) is defined in section 8

University is defined in the Policy Framework Policy.

University Archives is defined in section 6.2
University Community is defined in the Policy Framework Policy.

University Information is defined the Information Protection Policy.

University Information Management System is defined in section 8

University Record is defined in section 5

Vital Record is defined in section 6.3
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