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Fraud and Corruption
Control Plan

1 Fraud and Corruption Risk Tolerance
(A). Integrity is one of the University of Western Australia’s core values.

(B). Fraudulent or corrupt behaviour contravenes the University’s values and compromises the expected ethical standards and standards of conduct that are communicated in the Code of Ethics and Code of Conduct (the Codes).

(C). UWA has no tolerance for any fraudulent or corrupt behaviour.   

(D). UWA is committed to minimising Fraud and Corruption through the management of Fraud and Corruption risks and through the development, implementation and regular review of Fraud and Corruption prevention, detection, response and evaluation strategies.

(E). This Fraud and Corruption Control Plan (this Plan) outlines the University’s Fraud and Corruption Control Framework.

2 Fraud and Corruption Control Framework
(A). UWA brings together its combined resources in one holistic approach to manage Fraud risk and Corruption risk.  UWA has strategies in place that address prevention, detection, response and evaluation of Fraud and Corruption.

(B). The Fraud and Corruption Control Framework (the Framework) is part of the Risk Management Framework, which itself is part of the broader Governance Framework of UWA.  The Framework consists of —

(1). this Plan;

(2). the Fraud and Corruption Policy, Guideline and Procedure;

(3). the Fraud Risk Register;
(4). the Public Interest Disclosure Policy, Guideline and Procedure;

(5). the Fraud Risk Assessment Program;

(6). the Internal Audit Plan; and

(7). the Audit and Risk Committee.

(C). The Fraud and Corruption Policy includes a mechanism for whistleblowing using the STOPLine service.

(D). A list of other policies associated with Fraud and Corruption control that sit outside of the framework is provided at the end of this Plan.
(E). UWA recognises that effective Fraud control and Corruption control requires the commitment, cooperation and involvement of all University Officers and as such this Plan applies to all University Officers and all individuals acting in the name of UWA.
(F). This Plan has been developed in line with the Australian Standard AS8001-2008 Fraud and Corruption Control.
3 Defining Fraud and Corruption

(A). The UWA Fraud and Corruption Guideline explains some of the complexities surrounding the difference between Fraud and Corruption and how to identify the difference.  The Guideline also provides information about how acts of Fraud and Corruption might be considered misconduct, who gets involved in Fraud and Corruption investigations and where to go for more information.

(B). For clarity, the definitions used in the Policy are provided in this section. 
3.2 Fraud

(A). Fraud is defined in the Fraud and Corruption Policy as —
(1). Dishonest activity causing actual or potential financial loss to any person or entity including theft of personal identity, money or other property by employees or persons external to the University and where deception is used at the time, immediately before or immediately following the activity.

(2). Fraudulent activity includes, but is not limited to, the deliberate falsification, concealment, destruction or use of falsified documentation used or intended for use for a normal business purpose or the improper use of information or position for personal financial benefit.

3.3 Corruption

(A). Corruption is defined in the Fraud and Corruption Policy as —
(1). Dishonest activity in which an individual(s) abuses their position of trust in order to achieve some personal gain or advantage for themselves or provide an advantage/ disadvantage for another person or entity.
4 Preventing Fraud and Corruption

(A). Fraud and Corruption prevention strategies are the first line of defence and provide the most cost-effective method of controlling Fraud and Corruption within UWA.

(B). To be effective, Fraud and Corruption prevention requires strong awareness in the University Community, and in particular by University Officers.

(C). To promote awareness by University Officers of what Fraud and Corruption is and how to deal with it, UWA will provide —
(1). regular awareness training and communication about updates and changes to Fraud and Corruption control including associated policies;
(2). a workplace culture committed to integrity led by Senior Leaders, underpinned by the Codes; and

(3). Fraud and Corruption focussed recruitment and procurement screening.
4.2 Awareness and Training

(A). This Plan is available to all University Officers with current login credentials.
(B). Human Resources, Finance, Governance, and University IT work together to —

(1). provide Fraud and Corruption awareness training;  

(2). provide Conflicts of Interest training; and 

(3). provide Cyber Security training.
4.3 Code of Ethics and Code of Conduct (the Codes)
(A). The Codes support the management of Fraud and Corruption by —

(1). communicating the expected ethical standards and standards of conduct required of all members of the University Community;
(2). articulating the obligations of individuals to behave honestly and with integrity;

(3). articulating the obligations of individuals to use University property and money efficiently, carefully and honestly, with due authorisation and without misappropriation;
(4). encouraging the reporting of fraudulent practices, corrupt practices, breaches of the law and matters detrimental to the University or its reputation; and 
(5). clarifying University expectations on declaring and managing conflicts of interest.

(B). Breaches of any policy referred to in the Plan may constitute a breach of the Codes.

4.4 Recruitment and Procurement Screening

(A). Recruitment and procurement practices play a key role in preventing Fraud and Corruption prevention including —
(1). requiring police clearance certificates, where appropriate;
(2). conducting reference checks;
(3). conducting due diligence checks;
(4). requiring relevant vendors and contractors to agree in writing, as part of the contracting process, to abide by UWA Policies; and
(5). requiring vendors and contractors to disclose potential Conflicts of Interest.
5 Detecting Fraud and Corruption

(A). UWA recognises that despite best efforts, not all Fraud and Corruption can be prevented.  UWA will develop and manage the following Fraud and Corruption detection strategies —

(1). training and support to University Officers to enable early detection and reporting of Fraud and Corruption;

(2). embedding Fraud and Corruption detection actions into project and program management;

(3). internal and external audits; and

(4). maintaining the Fraud and Corruption Framework with associated procedures.

5.2 Fraud and Corruption Risk Assessment Program

(A). A University wide Fraud and Corruption risk assessment is conducted and documented in the Fraud and Corruption Risk Register.  In addition, each business area must identify and assess Fraud and Corruption risks as part of operational risk assessment processes.  Treatment plans must be identified and monitored for all risks rated moderate and higher.

(B). The outcome of UWA’s Fraud and Corruption risk assessment will include appropriate revisions to this Plan.
5.3 Data Analytics
(A). The University is developing its data analytic capability to effectively identify errors and Fraud and Corruption.  Over time, it expects to have a suite of routines that sift through University data to identify anomalous or suspicious transactions.
6 Responding to Reports of Suspected Fraud and Corruption

(A). UWA will assess all reports of Fraud and Corruption in accordance with the Fraud and Corruption Procedure to determine appropriate responses,

(B). UWA will notify the Corruption and Crime Commission of all incidents of Fraud and Corruption that constitute Serious Misconduct under the Corruption, Crime and Misconduct Act, 2003 (WA) (CCM Act).

(C). UWA will notify the Public Sector Commission of all Incidents that constitute Minor Misconduct under the CCM Act.

(D). UWA will notify the Western Australian Police Force (WAPOL) where required and/or appropriate and reasonable to do so.
(E). UWA will pursue disciplinary action where it deems necessary and will support the Corruption and Crime Commission in any prosecutorial actions the Commission chooses to pursue. 

6.2 Reporting Mechanisms
(A). The University has dedicated reporting mechanisms for reporting suspected Fraud and Corruption without fear of disclosure or restriction.

(B). University Officers can report suspected Fraud and Corruption in accordance with the Fraud and Corruption Procedure to —
(1). University Officers one of UWA’s Public Interest Disclosure Officers;

(2). their Manager or Senior Leaders;

(3). Director Human Resources;

(4). Director Governance and General Counsel; or

(5). Chief Financial Officer.

(C). concerned about making a report may discuss their concerns and/or make an anonymous and/or protected report to – 

(1). STOPline, the University’s contracted external ‘whistle blower’ service;

(2). A UWA Public Interest Disclosure Officer; or

(3). Seek advice from the Public Sector Commission for other reporting options. 

7 Evaluation and Fraud and Corruption

(A). The evaluation of Fraud and Corruption controls is important to maintaining UWA confidence in the continual improvement and assurance of its Fraud and Corruption Control Framework.  UWA has the following evaluation strategies in place to enable this —

(1). a three year cycle of policy assessment across the UWA Policy Library;

(2). feeding lessons learned into the development, refresh and review of policies;

(3). immediate refresh of practices that failed to prevent Fraud and Corruption;

(4). internal audit; and

(5). reporting to oversight and governance committees including the Audit and Risk Committee.

7.2 Internal Audit Plan 

(A). The annual Internal Audit Plan articulates a program of internal audit activity for three years, with particular focus on the current/upcoming year.  That program brings a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.
(B). Fraud and Corruption risk is considered in the development of the Internal Audit Plan. Individual audits, where appropriate, consider and evaluate the adequacy of anti-fraud controls.
(C). UWA’s Strategic Assurance Team develop and manage the Internal Audit Plan taking into account the following sources of information —
(1). risk exposures identified through Risk Registers/ risk processes;

(2). global and national trends, especially in the higher education sector;

(3). strategic projects/ initiatives planned or underway; and

(4). consultation sessions with the Executive and directors to understand key UWA risks and areas of focus.
8 Resourcing

(A). While the management of Fraud and Corruption at UWA is everyone’s responsibility, specific additional responsibilities exist for certain positions and functions as detailed below.

8.2 Vice-Chancellor
(A). The Vice-Chancellor is responsible for —

(1). ensuring UWA has effective strategies in place to prevent, detect and manage reports of suspected Fraud and Corruption;

(2). Notifications as required under the Corruption, Crime and Misconduct (CCM) Act, 2003 (WA) to —
the Corruption and Crime Commission (CCC) where serious misconduct is suspected; or

the Public Sector Commission (PSC) where misconduct is suspected. 

8.3 Senior Deputy Vice-Chancellor

(A). The Senior Deputy Vice-Chancellor is responsible for —
(1). as the appointed delegate of the Vice-Chancellor, administrative responsibility for making appropriate Notifications to the CCC or PSC, and reports to the Western Australia Police Force (WAPOL);

(2). determining what, if any, action UWA will take in relation to a Report, which must be in accordance with any directions of the CCC, any directions of the PSC, any requirements of the WAPOL, any relevant industrial instruments and any other governing instruments; and 

(3). appointing the Responsible Person to conduct an investigation, and to report on that investigation, where a Report relates to an Academic Employee.
8.4 Director Governance and General Counsel

(A). The Director Governance and General Counsel is responsible for —

(1). ensuring UWA has sound policies in place for risk identification, management and control; 

(2). taking steps to limit UWA’s exposure to Fraud and Corruption;

(3). managing the implementation and ongoing maintenance of the Fraud and Corruption Control Plan, which supports the strategies;

(4). advising the Vice-Chancellor and Senior Deputy Vice-Chancellor of any external notification requirement; 

(5). receiving reports from the Senior Deputy Vice-Chancellor and Director of Human Resources of any investigation into suspected Fraud or Corruption by a University Officer; 

(6). appointing the Responsible Person to an investigation where the Report does not relate to an individual employed under a UWA Enterprise Agreement; and

(7). ongoing communications with the PSC or CCC for any investigation into suspected Fraud or Corruption by a University Officer. 

8.5 Director Human Resources

(A). The Director Human Resources is responsible for —

(1). providing, or enabling support, for University Officers involved in the reporting or management of Fraud and Corruption; 

(2). appointing the Responsible Person to an investigation where a Report relates to a Professional and General Employee; and

(3). advising the Director Governance and General Counsel of any reported Fraud or Corruption and related investigation.
8.6 Responsible Person

(A). A Responsible Person —
(1).  may be a University Officer or an external individual or agency, appointed to undertake an investigation into suspected Fraud or Corruption;

(2).  is appointed by the Senior Deputy Vice-Chancellor, the Director of Human Resources, or the Director of Governance and General Counsel;

(3). must conduct an investigation in accordance with any directions of the CCC, PSC and in compliance with industrial and other governing instruments.

8.7 Senior Leaders

(A). Senior Leaders are responsible for supporting the Plan and implementing strategies, procedures and protocols as required under the plan for any related activities as required by their position.

8.8 University Officers

(A). University Officers are responsible for —

(1). conducting themselves in accordance with the Codes at all times;

(2). the Plan and implementing strategies, procedures and protocols as required under the plan for any related activities as required by their position; 

(3). maintaining confidentiality about any Report of suspected Fraud and Corruption and any actions taken in relation to the matter;

(4). making a Report of suspected Fraud and Corruption as soon as possible should they begin to hold a reasonable suspicion; and

(5). assisting with, and be available for, any interviews requested by the University, the WAPOL, the CCC or the PSC.

8.9 Reporters

(A). A Reporter is responsible for —

(1). making a Report to the best of their knowledge;

(2). submitting the Report in a confidential manner; and 

(3). maintaining an appropriate level of confidentiality throughout the management of the matter. 

8.10 Public Interest Disclosure Officers

(A). Public Interest Disclosure (PID) officers are responsible for receiving and managing public interest disclosures in accordance with the Public Interest Disclosure Act 2003 (WA) (PID Act).
(B). The PID Act facilitates the making of public interest disclosures, supports and protects those making disclosures from adverse consequences (relating to the disclosures), and ensures that qualifying disclosures are properly investigated and dealt with.  

(C). UWA has established a PID Policy, PID Procedure and PID Guideline in support of the PID Act.

9 Policies Associated with Fraud and Corruption Control
(A). Fraud risk is considered in the development, refresh and review of all policy.  Following policies have embedded controls that enable the prevention of Fraud and Corruption —
(1). Academic Integrity Policy;
(2). Acceptable Use of IT Policy;
(3). Conflicts of Interest Policy;
(4). Consultancy Policy;
(5). Cyber Security Policy;
(6). Delegations Policy;
(7). Finance Policy and its related control documents on procurement, delegations of financial authority, expenditure, travel expenditure, treasury and cash management;
(8). Gifts, Benefits and Hospitality Policy;

(9). Managing Misconduct Policy;
(10). Research Integrity Policy; and
(11). Selection for Appointment Policy.
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