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1.  Purpose

1.1

1.2

2.

The University respects the privacy of individuals and is committed to protecting the Personal
Information it collects, uses and manages.

The purpose of this Policy is to —

(a) Set out the principles and requirements that govern how the University manages Personal
Information to ensure it is handled lawfully, fairly and responsibly in accordance with the
University’s legislative obligations and expectations; and

(b) Protect individuals from misuse, unauthorised access or disclosure of their information; and

(c) Ensure the principles align with the Privacy and Responsible Information Sharing Act 2024 (WA)
(the PRIS Act) and where applicable the Privacy Act 1988 (Cth.).

This Policy is to be read in conjunction with the following —
(a) Information Privacy Guidelines,

(b) Information Breach Policy,

(c) Information Protection Policy,

(d) Information Retention Policy,

(e) Acceptable Use of Information Technology Policy,

(f) Cyber Security Policy,

(g9) UWA Code of Conduct, and;

(h) Supporting guidelines.

Definitions

Term Definition
Health Information® Sensitive Personal Information that relates to:

+ the health (at any time) or disability (at any time) of an individual

* a health service provided or to be provided to an individual,

+ an individual’s expressed wishes about future provision of health services, or
* any other personal information collected to provide a health service.

Information Users A member of the University Community that creates, captures, receives or uses

University Information.
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Information or opinion, (whether true or not, and whether recorded in a material
form or not), that relates to an individual (living or deceased), whose identity is
apparent, or can reasonably be ascertained from the information or opinion. This
is a broad definition and can include:
* aname or pseudonym, date of birth, address or other contact information
* aunique or online identifier, such as a driver’s licence number or IP address
+ information that relates to an individual’s location
« technical or behavioural information regarding activities, preferences or
identity
* inferred information, or predictions about behaviour or preferences
 profiles generated from aggregated information
+ information specific to one or more of an individual’s physical, physiological,
genetic, mental, behavioural, economic, cultural or social identity.
A privacy collection notice is the information provided to a person when their
personal information is collected so they understand:
* who is collecting it,
« why it is being collected,
» what law or authority allows or requires the collection (if applicable),
« what happens if they do not provide it (if relevant),
* who it may be disclosed to, and
* how they can access or correct their information.
A Privacy Impact Assessment (PIA) is a formal documented assessment
conducted to identify privacy risks, assess impacts and mitigate privacy risks
associated with a function or activity.
Sensitive personal information is Personal Information relating to an individual’s:
* health information (see also definition for Health Information)
* racial or ethnic origin
» gender identity, where that does not correspond with their designated sex at
birth
+ sexual orientation or practices
* political opinions or membership of a political association
* religious beliefs or affiliations
* philosophical beliefs
» membership of a professional or trade association, or a trade union
* criminal record
* genetic or genomic information
* biometric information, or
 any information as above that can reasonably be inferred.
Under the PRIS Act, a Significant Decision is one that affects an individual's
rights, entitlements, interests or liabilities, or otherwise has a significant effect on
an individual’s life, circumstances, opportunities, behaviours or wellbeing.
The University as defined in Part 1 section 2 of the University of Western Australia Act
1911 (WA)
All individuals who engage in University activity and/or use University property.
Any of the following positions:

* Vice-Chancellor

» Senior Deputy Vice-Chancellor

» Deputy Vice-Chancellors

* Chief Financial Officer.

All data, records and information created, captured, processed, stored, shared
and/or disposed of by the University Community or on behalf of the University
relating to University business in any format or medium.

University Officer means any individual employed, appointed, engaged or
otherwise authorised by the University to perform duties or exercise functions on
behalf of the University, including, but not limited to:

(a) Senate Members and Senate committee members;
(b) Employees (full-time, part-time, fixed term and casual);

" For the purposes of this Policy is taken as defined in Part 1 section 4 of the PRIS Act and includes
Sensitive Personal information, unless otherwise differentiated.
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(c) Contractors;
(d) holders of honorary, adjunct or clinical appointments; and
(e) holders of the title Emeritus or Emerita.

Scope

This policy applies to all University Officers as well as affiliates, volunteers, students and other third
parties when acting for, on behalf of, or under the control or direction of the University when collecting,
holding, accessing, utilising, sharing, retaining or disclosing Personal Information and Sensitive
Personal Information as part of a University activity.

This Policy applies to all University activities conducted on or off campus, in Australia or overseas,
including activities undertaken by or through entities controlled by the University.

Compliance with this Policy and any supporting guidance or subordinate documentation issued under
it is mandatory.

Information Privacy Principles

Collection

a)

f)

The University must only collect Personal Information when the information is necessary for one or
more of its functions and activities such as, but not limited to, the provision of educational services,
research in varying disciplines, as an employer or when providing services to the wider community.

Before collecting Personal Information, a University Officer must document why it is being collected
and how it must be used or disclosed.

The University must only collect Sensitive Personal Information if the information is necessary and
the individual consents to the collection of information, it is required by law, or the collection is
necessary to prevent a serious threat of harm.

The University must, where it collects Personal Information, provide individuals with a Privacy
Collection Notice, or a reference to where the notice can be accessed, explaining the purpose for
collecting, using, disclosing and retaining the information.

The University must collect Personal Information by lawful, fair and transparent means, limited to
what is reasonably required for University activities by various means, including but not limited to:

i. direct contact in the course of providing services or administration of a University activity
and/or University business;
ii. enrolment, registration or subscription process
iii. forms that are submitted by individuals (including via online portals);
iv. from CCTV cameras on University Property;
V. from cookies set from web browsers visiting the University’s websites;
vi.  from Google applications including AdWords;
Vii. from public health databases where the relevant consent processes described in the
national research and ethics codes are reviewed and approved;
viii.  from an individual's usage of University’s IT Assets and IT Services;
iX. from third parties with which the University collaborates; and
X. when undertaking research.

The University must, where Personal Information about an individual is collected from a third party,
seek to ensure the information was collected lawfully, and the individual is made aware of its
collection and intended use and disclosure of the information from the third party, except in
circumstances required by law.

Use and Disclosure
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(a) The University must only use or disclose Personal Information for the purpose for which it was
collected (the primary purpose), unless the individual would reasonably expect the use or
disclosure for a secondary purpose, and:

i. for Personal Information, the secondary purpose is related to the primary purpose; or
ii. for Sensitive Information, the secondary purpose is directly related to the primary purpose.

(b) Before Personal Information is used or disclosed for a secondary purpose that use or disclosure
must be documented.

(c) The University must ensure use and disclosure of Personal Information is fair and reasonable in
the circumstance considering the amount and sensitivity of personal information used or disclosed.

(d) The University must only disclose Personal Information under information sharing arrangements
where the disclosure is lawful, necessary and proportionate to its functions and activities.

(e) The University must not disclose Personal Information to a third-party or outside Australia unless:

i.  the University has taken reasonable steps to ensure the information would not be held,
used or disclosed by the recipient in a way that is inconsistent with these information
privacy principles, and

ii. consent has been provided by the individual, or

iii. disclosure is required or authorised by law; or
iv. the disclosure is necessary for performance of a service at the individual's request, or

V. the disclosure is required for University activities conducted overseas including activities
undertaken by or through entities controlled by the University.

Management of Personal information

(a) The University must take reasonable steps to protect and manage Personal Information held by the
University from misuse, unauthorised access, disclosure, loss or destruction.

(b) The University must take reasonable steps to ensure Personal Information is accurate, complete
and up-to-date, and where practical and appropriate enable individuals to access and update their
information.

(c) The University must take reasonable steps to ensure Personal Information is only kept as long as
needed for any purpose and disposed of or permanently de-identified in accordance with the
authorised retention and disposal authorities and the State Records Act 2000 (WA).

(d) Unique Identifiers must only be assigned to an individual where it is necessary to enable the
effective performance of the University’s functions or activities, is required or authorised by law or
where the identifier was assigned to provide a service to the individual.

(e) The University must allow individuals to engage with it anonymously where practicable and lawful.

(f) De-identified information held by the University must be protected from misuse and unauthorised
access or disclosure and must only be re-identified where the University was the de-identifier, it
has authorisation from the provider of the de-identified information, or it is authorised or required by
law.

(g) The University collects logs relating to activity on its websites which record limited information
relating to visitors’ details and activities and utilise digital cookies which may be used to provide
personalised experiences and re-targeted advertising. These logs must be managed in accordance
with this Policy, the University’s record keeping obligations and our Privacy Collection Notices.

Automated Decision Making (ADM)

When the University employs an ADM process involving the use of Personal Information that is used in
making Significant Decisions about individuals, the University must:

(a) Conduct and document an impact assessment that considers how to minimise the risk of harm,
bias and discrimination;

(b) Notify individuals that it is using ADM and, on request, provide information about how the ADM
process works; and

(c) Provide a process through which individuals can request human involvement in the decision.
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Monitoring and Continual Improvement

(a) A Privacy Impact Assessment (PIA) to identify privacy risks and measures to mitigate them must
be undertaken by the University where a new process or system involving personal information is
implemented or existing process changed that could reasonably have a significant impact on the
privacy of individuals.

(b) The University monitors, measures, analyses and evaluates information privacy compliance
performance, controls and processes to ensure they are and remain appropriate and effective.

(c) Significant risks, compliance matters and breaches are reported to relevant University committees
and external supervisory agencies where required in accordance with the University’s Information
Breach Policy.

(d) The University must continuously improve its information privacy practices in response to
monitoring outcomes, including results of reviews, audits, incidents, breaches, reported concerns,
and changes to legal or regulatory obligations.

Personal Information Requests and Privacy Complaints
Personal Information Requests

(a) Individuals have the right to access Personal Information held about them by the University and to
request correction of that information where it is inaccurate, incomplete or out-of-date.

(b) Requests for access to or correction of Personal Information must be submitted to the relevant
University function responsible for that information such as Student Central (for students) or People
and Culture (for staff) or to the UWA Privacy Office (privacy@uwa.edu.au).

(c) The University must take reasonable steps to provide access to, and correct, Personal Information
in a timely manner, subject to any legal restrictions or exceptions.

(d) Where the University refuses access to, or correction of, Personal Information, it must provide
reasons for the decision and information about available avenues for review or complaint.

(e) Where a request cannot be resolved informally, it may be managed in accordance with the
Freedom of Information Act 1992 (WA) or other applicable legislation.

(f) Individuals may make a complaint to the UWA Privacy Office in accordance with 5.2, and where
applicable may seek external review or lodge a complaint with the Office of the Information
Commissioner (WA) or another relevant regulatory authority.

Privacy Complaints

(a) The University will investigate and take seriously complaints made by individuals relating to the
University’s handling and management of Personal Information, including disclosure of their
information, where that is contrary to this Policy, or an interference with their privacy in accordance
with the PRIS Act.

(b) Complaints must be submitted in writing to the UWA Privacy Office (privacy@uwa.edu.au) and
include sufficient details of the Personal Information concerned, and the conduct alleged to be
inconsistent with this Policy or constitutes an interference with privacy.

(c) Privacy Complaints made to the UWA Privacy Office under 5.1(b) above will be dealt with as soon
as practical but where possible within 45 University working days.

Information Privacy Breaches

All University Officers and Information Users are responsible for reporting concerns or potential
breaches of University information which may result in, or has or is resulting in unauthorised access
to, or unauthorised disclosure of personal information held by the University.

All users of University services, including but not limited to students, should report concerns or
potential breaches of University information which may result in, has or is resulting in unauthorised
access to, or unauthorised disclosure of Personal Information held by the University.
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6.3 Information breach reports should be made to the relevant functions as detailed in the UWA

Information Breach Policy.

7 Roles and Responsibilities

The University assigns oversight, accountability and responsibility for Information Privacy as follows:

Position

Role

Detail

Senate and Audit and Risk

Committee

Vice-Chancellor

University Executive /
Information Owners

Chief Risk Officer

Information Stewards and
Custodians

Information Users

University Privacy Officer

UWA University IT
(including UWA Cyber
Security)

Oversight

Accountable

Accountable

Accountable

Accountable

Responsible

Responsible

Responsible

8. Breaches and Consequences

Provide overarching oversight of the University’s
Information privacy regime and program and receive
assurance on its effectiveness.

As Chief Executive Officer, is accountable for information
privacy compliance across the University and ensures the
leadership, resources and organisational culture
necessary to support information privacy.

Provide leadership and oversight within their portfolios,
ensuring information privacy obligations and associated
risks are appropriately identified and managed.

Acts as UWA'’s Privacy Champion, providing leadership
and support to the UWA Privacy Office ensuring
appropriate direction, priorities and resourcing.

Must ensure reasonable steps are taken regarding
University Information, whether electronic or physical, to
comply with this Policy and compliance for information
privacy is managed by design.

Must comply with applicable information privacy
obligations relevant to their role or activities, raise
concerns or suspected breaches as soon as possible after
becoming aware of it, and participate in required
information privacy related training where applicable.

Senior Manager Information Governance is responsible
for providing assurance over the University's
management of personal information, including this Policy
and supporting guidance, managing privacy impact
assessments, privacy complaints, and investigating and
reporting information privacy breaches to applicable.
authorities e.g. Office of the Information Commissioner
(WA), when required.

Responsible for leading investigations into technical,
technological and digital forensic aspects of any
information breach related to a Cyber Security incident,
taking appropriate action to contain any such breach and
to remedy any technological root cause. Cyber Security
has responsibility for mandatory reporting to applicable
authorities as required, eg. Office of Digital Government,
the Australian Cyber Security Centre (ACSC)

Breaches of this Policy or supporting guidance or subordinate documents issued under this Policy may result
in action under applicable University policies, enterprise agreements, contracts or legislation, including
disciplinary or contractual action, where appropriate
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Legislative Context

Relevant Legislation or Regulations

University of Western Australia Act 1911 (WA)

University of Western Australia Statute (2020)

Privacy and Responsible Information Sharing Act 2024 (WA)

Privacy Act 1988 (Cth)

Information Commissioners Act 2024 (WA)

State Records Act 2000 (WA)

Freedom of Information Act 1992 (WA)

Higher Education Support Act 2003 (Cth)

Health Services Act 2016 (WA)

Security of Critical Infrastructure Act 2018 (part 2B)

Data Availability and Transparency Act 2022 (part 3.3)

Tertiary Education and Quality Standards Agency Act 2011 (s29(1)(a)

End
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