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Foreign Interference
Policy

1 Purpose

The purpose of this Policy is to —

express the behaviours and practices that reduce risk exposure of the University from Foreign Interference;

affirm the University’s commitment to countering Foreign Interference; and

promote and protect International Activities of benefit to the University and the University Community.
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This Policy is to be read in conjunction with the following —
Establishing International Partnerships Guideline; 

Foreign Interference Notification Procedure; 
International Activity Declaration Procedure; and

Defence and Strategic Goods List.

2 Scope

2.1 Institutional Scope

The scope of this Policy applies to the entire University.

2.2 Individual Scope

The scope of this Policy applies to —

University Officers; and

Students.
3 Foreign Interference and Foreign Influence

Foreign Interference means activities carried out covertly by, or on behalf of, a foreign actor; when it is clandestine, deceptive, corrupting and/or threatening in nature and when it is contrary to Australia’s sovereignty and interests.

Foreign Influence includes activities conducted by a foreign government in an open and transparent manner which are normal aspects of international relations and diplomacy.

4 Freedom of Speech and Academic Freedom

Note —  

The UWA Code for the Protection of Freedom of Speech and Academic Freedom (the Code) aims to ensure that freedom of speech is treated as a paramount value by the University and that academic freedom is treated as a defining value by the University. 

The University recognises the possibility that, in exercising freedom of speech and academic freedom, University Officers and Students may make statements, deliver course content, and/or conduct and report on Research which would be in conflict with the policies or extra-territorial laws of a foreign government. The University will fully support the right of University Officers and Students to do these things. The University will not require them to change course content, limit the direction of their Research or how they report it, or withdraw or modify statements. The only restrictions will be those imposed by federal or state laws or reasonable and proportionate regulation authorised by the Code.

5 Foreign Interference Governance Framework

The University will develop and manage a Foreign Interference Governance Framework to safeguard the reputation of the University, protect its academic freedom, values and Research collaborations.

The Foreign Interference Advisory Committee (FIAC) will be responsible for the Foreign Interference Governance Framework.

FIAC will be the accountable authority for the security of the University Community, University Information and Assets from Foreign Interference, including but not limited to —

assurance that the University’s systems and practices are appropriate to mitigate against Foreign Interference in the University’s activities in Australia and overseas;

assurance that the University’s Foreign Interference disclosure practices are fit for purpose;

disseminating and managing Foreign Interference intelligence and threat information to relevant stakeholders across the University;

coordinating responses to suspected Foreign Interference events in connection with University Activity; and

the governance of this Policy.

FIAC will report to the University Executive on Foreign Interference matters including, but not limited to —

Foreign Interference incidents which FIAC judges to be of sufficiently serious nature that the University Executive needs to be involved in managing them;

the compliance level with International Activity Declarations;

significant Foreign Interference risks and the adequacy of the University’s systems and knowledge to mitigate them; and

an update on the annual Foreign Interference Action Plan.

The Senior Deputy Vice-Chancellor will  be responsible for reporting on Foreign Interference to Senate, including but not limited to —

Foreign Interference incidents which the University Executive judges to be of sufficiently serious nature that the Senate needs to be involved in managing them;

compliance with International Activity Declarations; and

significant Foreign Interference risks and the adequacy of the University’s systems and knowledge to mitigate them.

6 Foreign Interference Reporting

The University will encourage University Officers and Students to report to the Senior Officer (Compliance and Defence) in accordance with the Foreign Interference Notification Procedure, any reasonably based concerns in relation to —
any monitoring of members of the University Community by any individuals which appear to have the purpose of gauging their opinions on topics of interest to foreign governments or organisations; 

harassment, hostility, or intimidation toward members of the University Community in relation to opinions they express in relation to foreign governments or organisations; 
activities intended to suppress criticism or dissent in relation to a foreign government or organisation;
the presence of unfamiliar individuals at lectures or other events dealing with topics likely to be considered sensitive by a foreign government or organisation; 
demands or inducements to —
change content in subjects which relate to a foreign government or organisation; 
cancel visits or activities where the visits or activities are likely to be of concern to a foreign government or organisation; 
grant unnecessarily broad access to a University Information Management System; and 
use of acquired access to University Property or University Information Management Systems to disrupt, damage, disclose or provide access to University Information to unauthorised third parties.
7 International Activity Declaration

International Activity means any activity including but not limited to —
Honorary, Adjunct, Adjunct Clinical or Emeritus Appointments at overseas universities;

Membership of foreign government fellowships or talent programs;

Research with an overseas partner involving items and technology on the Defence and Strategic Goods List; and

Research collaborations with people in countries, regions or organisations to which sanctions regimes apply.

The University will require all Academic Employees, holders of Adjunct, Honorary, Adjunct Clinical or Emeritus titles, and Professional and General Employees Level 7 or higher to declare certain kinds of International Activity, in line with the International Activity Declaration Procedure —
at the start of their engagement with the University;
at the beginning of each calendar year; and

when there is any change to the information that they provided in their last declaration.
8 Agreements

8.1 International Agreements

The authority to enter into various sorts of international agreements is controlled by the University Delegations of Signing Authority.

8.2 Foreign Interference Due Diligence

The University will develop and manage an Establishing International Partnerships Guideline and make this available to the University Community.

University Officers must exercise due diligence when collaborating with international institutions in accordance with the Establishing International Partnerships Guideline.

University Officers must, when developing locally created standard operating procedures for developing international agreements, incorporate —

a referral to the University’s Foreign Interference Due Diligence Group; and 

a registration of the agreement with the Department of Foreign Affairs and Trade’s Foreign Arrangements Scheme, as outlined in the Establishing International Partnerships Guideline.
University Officers must read and follow the Establishing International Partnerships Guideline before entering into international agreements involving —

Memorandums of Understanding (Global Engagement Office responsibility);
Research Agreements, including Research Contracts, Direct Funding, Material Transfer and/or Non-disclosure Agreements (Office of Research responsibility);
Research Training and Joint PhD agreements (Graduate Research School responsibility);
International education agreements, including Articulation Programs, Student Exchange, Study Abroad, In-Country Learning Centres, Transnational Programs (Global Engagement Office responsibility);
New Colombo Plan (Global Learning Office responsibility); and
Gift Agreements (Development and Alumni Relations responsibility).
8.3 Australia’s Foreign Relations Act Submission

University Officers who are responsible for developing international agreements will be responsible for notifying the Minister for Foreign Affairs of a proposal by the University to enter into an agreement or arrangement (excluding minor logistical or administrative arrangements and other exemptions) with a —

foreign government body; or a
foreign university that does not have institutional autonomy according to the definition in Australia’s Foreign Relations (State and Territory Arrangements) Act 2020;
in accordance with the Establishing International Partnerships Guideline and local standard operating procedures.

9 Learning and Teaching

9.1 Course content

The University will not require University Officers or Students to change course content, or to withdraw or modify statements, unless these actions are in breach of an Australian federal or state law or otherwise in breach of reasonable and proportionate regulations of the kind contemplated by the Code.
9.2 Support for students

Student Life will create local level standard operating procedures to manage issues relating to coursework students such as —
induction for International Students and Domestic Students, including understanding their rights and obligations under the Code;

support for students who experience Foreign Interference incidents;

pre-departure briefings on Foreign Interference risks for outgoing student exchange and study abroad students; and
guidelines for student clubs on how to manage Foreign Interference Risks and attempts by foreign governments to influence them.
The Graduate Research School will create local level standard operating procedures to manage issues relating to HDR Students such as —
induction for international and domestic students, including understanding their rights and obligations under the Code;

support for HDR Students who experience Foreign Interference incidents; and
pre-departure briefings on Foreign Interference risks for HDR students travelling overseas as part of their Research.

10 Research

10.1 Research
The University will support University Officers and Students to conduct and report on Research which could be in conflict with the policies of a foreign government in accordance with the Code.
The University will provide training to help Researchers understand Foreign Interference Risks around their Research, including the Risk that foreign governments could directly or indirectly fund their Research because of military or security applications which are secondary to the apparent purpose of the Research.

10.2 Sanctioned Regimes

University Officers must refer to the Department of Foreign Affairs and Trade (DFAT) website for details about the governing sanctions regimes and geopolitical features, and seek assistance from the Senior Officer (Compliance & Defence) in line with the Autonomous Sanctions Guideline, if engagement is new or changing with individuals, countries or organisations listed under the United Nations Security Council (UNSC) sanctions and/or the Autonomous Sanctions Act, 2011.

10.3 Defence Trade Controls

The University will support Researchers to meet their obligations under the Defence Trade Controls Act 2012 (the Act).  Academic researchers are ultimately responsible to understand the potential strategic defence risks that may attach to their research and to seek assistance from the Senior Officer (Compliance & Defence) in managing this risk by arranging for a permit to be issued from the Australian Government Department of Defence in line with the Act, Defence Trade Control Guideline and Export Controls Rules.

Research may be considered to be ‘sensitive’ if it involves goods, software or technology that is regulated when exported, supplied (in the form of electronic transmission), brokered or published to any foreign country as indicated by the Defence Strategic Goods List (DSGL) and identified by the Australian Government Department of Defence.  Unless there is an exemption to the Act under the Regulations, researchers will need a permit when exporting, supplying, brokering or publishing items from the DSGL.

The University will ensure cooperation with the Australian Government in compliance with applicable federal and local legislation, regulations and guidelines to prevent Foreign Interference at the University.

11 HDR Students

The Graduate Research School will create local level standard operating procedures to manage —

research topics or supervisory arrangements which result in Foreign Interference risks or the requirement for assessments under the Autonomous Sanctions Act, Defence Trade Controls Act, or other Commonwealth or state legislation;
changes to research topics or supervisory arrangements which result in increased Foreign Interference risks or the requirement for assessments under the Autonomous Sanctions Act, Defence Trade Controls Act, or other Commonwealth or state legislation;

risks that proposed research may have military or security applications, including where these are unintended dual uses of the research outcomes; and

Foreign Interference risks around industry co-funding and Intellectual Property.

12 Development and Alumni Relations

Development and Alumni Relations must keep and manage a register of international Donors and make this available to FIAC.

Development and Alumni Relations will develop local standard operating procedures to ensure —
appropriate due diligence is undertaken before accepting a donation from a foreign source;

appropriate due diligence is undertaken before engaging Global Ambassadors and volunteers; and

adequate oversight of Alumni Networks to mitigate Foreign Interference risks.

13 Cyber and Physical Security

13.1 Cyber Security

Ensuring cyber security, including the protection of university information from Foreign Interference, is a responsibility shared by the University Community.
Twice annually the Cyber Security Team reports to the University Executive and the Audit and Risk Committee on risk exposure and remediation. The cyber security risk register will be made available to FIAC.

The Information Governance Steering Committee is responsible for overseeing the development and implementation of risk-based cyber security strategies guided by the Universities Cyber Security Policy and Information Governance Policies. The strategies will be made available to FIAC.

13.2 Information Security

Foreign Interference implications and legislative compliance are factors considered in the process of establishing the information protection classification for information and data as required by the Information Protection Policy.

Information Users must classify University Information when they create, capture, process, store, share and/or dispose of University Information.

Information protection measures to be implemented will be driven by selected information protection classification. The responsibility for adequate classification rests with the user classifying the information at that point in time.

Information Stewards are accountable for ensuring that required information protection measures are implemented for their information.

13.3 Physical Security
Heads of School and Institute/Centre Directors are responsible for ensuring that adequate physical security has been agreed with Campus Management and is in place for sensitive research data and/or equipment; that standard operating procedures regarding physical access are in place; and that these standard operating procedures are explained to and followed by University Officers and Students with access to the sensitive research data and/or equipment.
Campus Management will develop local standard operating procedures to ensure appropriate due diligence is undertaken before providing card access to physical facilities to citizens of countries and regions to which sanctions regimes apply, based upon advice received on the status of these individuals from other areas of the University.

Campus Management will maintain a record of all access approvals for individuals that fall into the above category.

14 Recruitment

14.1 Recruitment

Human Resources will develop local standard operating procedures to ensure appropriate due diligence is undertaken before offering employment contracts to citizens of countries and regions to which sanctions regimes apply.

14.2 Adjunct, Honorary Appointments and Titles

Human Resources will edit the UWA Policy on Adjunct and Clinical Titles, and the UWA Policy on Honorary Appointments to include the requirement for approvers to ensure appropriate due diligence is undertaken before offering adjunct or honorary titles to citizens of countries and regions to which sanctions regimes apply.

15 Communication

15.1 Culture and Communications

The University will promote the development of an authentic security and risk minimisation culture by —

embedding Foreign Interference factors into all relevant Policies in the University Policy Library;

embedding Foreign Interference investigation activities into the Policy Management Procedure;

requiring all University Officers and HDR Students to complete training;

requiring Academic Employees, holders of Adjunct, Honorary, Adjunct Clinical or Emeritus titles, and Professional and General Employees Level 7 or higher to make annual Declarations in line with the International Activity Declaration Procedure;
Senior Leaders embedding Foreign Interference risks into their area risk registers; and

Senior Leaders demonstrating good Foreign Interference risk management.

15.2 Sharing Foreign Interference Intelligence

FIAC will be responsible for sharing Foreign Interference intelligence, as appropriate, with Australian federal, state and territory governments, the higher education sector and with sectoral partners where —

the University becomes aware of a risk that affects more than one university and/or the higher education sector;

the University becomes aware of a Foreign Interference threat; and 

the University has innovatively reduced Foreign Interference risk.

The Cyber Security Team will be responsible for —

collecting, storing, analysing etc., cyber intelligence on Foreign Interference and related cyber threats; and

sharing cyber intelligence with Australian federal, state and territory, the higher education sector and with sectoral partners.

16 Risk Management

Foreign Interference risks will be managed in accordance with the University’s Risk Management Policy.  All Business Units will consider Foreign Interference risks when performing risk assessments.

16.1 Monitoring, Review and Assurance

Foreign Interference risks rated “Moderate” and above will be reported by the Business Unit to foreigninterference@uwa.edu.au.

Definitions
Academic Employee is defined in section 3 of The University of Western Australia Academic Employees Agreement 2017.
Asset is defined in the Finance Policy.

Business Unit is defined in the Policy Framework Policy.

Domestic Student is defined in Australian Government Research Training Program Scholarships Policy.
Donor is defined in the Gift Acceptance and Governance Policy.
Foreign Interference is defined in section 3.

Foreign Influence is defined in section 3.
HDR Student is defined in the Student Enrolment Policy.
Honorary, Adjunct, Adjunct Clinical or Emeritus Appointment is defined in the Policy Framework.

Information Steward is defined in the Information Protection Policy.
Intellectual Property is defined in the Intellectual Property Policy.

International Activity is defined in section 7
International Student is defined in the International Student Mobility (Outbound) Policy.
Policy is defined in the Policy Framework Policy.
Professional and General Employee is defined in section 3 The University of Western Australia Professional and General Employees Agreement 2017.
Research is defined in the Research Integrity Policy.
Researcher is defined in the Research Integrity Policy.

Risk is defined in the Risk Management Policy.
Senate is defined in the University of Western Australia Act, 1911 (WA)
Senior Leader is defined in the Policy Framework Policy.
Student is defined in the Policy Framework Policy.
University is defined in the Policy Framework Policy.

University Activity is defined in the Policy Framework Policy.

University Community is defined in the Policy Framework Policy.
University Information is defined in the Information Protection Policy.

University Information Management System is defined in the Information Protection Policy.
University Officer is defined in the Policy Framework Policy.
University Property is defined in the Policy Framework Policy.
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