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The Risk Management Guideline (‘Guideline’) supplements the Risk Policy and has been designed to enable a consistent and comprehensive approach to managing risk across the University. It assists employees with the risk management process, including the provision of tools to complete risk assessments and treat risks.
The University is committed to a strong, transparent and integrity-driven approach to risk management. The Senate, Audit and Risk Committee (ARC) and the Vice-Chancellor oversee the University’s risk management framework with the assistance of the Chief Risk Officer and Strategic Assurance. 
The Risk Policy formally affirms the University’s strategic commitment to create and sustain a risk management culture which —
supports the University in the achievement of its strategic objectives; 
safeguards the University's assets - people, property and information; 
creates an environment and provides the resources for all University Officers to assume responsibility for risk management; and 
protects the relevant interests of all of the University's stakeholders. 
This Guideline is related to the Risk Policy, and is to be read in conjunction with the following —
Risk Appetite Statement;
UWA Risk Matrix; and
Compliance Management Guideline
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The purpose of risk management is the creation and protection of value. It improves performance, encourages innovation and supports the achievement of objectives. It improves decision-making through greater awareness of business risks and their potential impacts, positive and/or negative.
[image: ]The University has adopted the AS/NZS ISO 31000:2018 Risk Management standard that provides a structured framework, principles and process for managing risks effectively. These are integrated into the University's governance and operations to support informed decision-making and resilience.
The Risk Management Framework consists of the organisational arrangements (including roles and responsibilities), practices and supporting tools required to implement consistency and embed risk management into the culture, processes and systems of the University. The Framework is guided by core principles that ensure risk management is integrated, structured, and tailored to the University’s unique context, fostering informed decision-making and continuous improvement. Underpinned by leadership and commitment it promotes a proactive culture of risk awareness across all levels of the University. 


The key elements of the Risk Management Framework are —
Policy – expresses the required Risk Management practices and behaviours 
Guideline - to be read in conjunction with the Policy. To guide, direct and assist everyone to understand and apply risk management practices effectively. 
Risk Appetite Statement – defines the degree of risk that the University is willing to accept in pursuit of its strategic and operational objectives. It is used to guide University Officers in decision making by defining the boundaries for risk taking ensuring decisions align to the University’s risk appetite.
Risk Matrix – is used to assist University Officers in assessing the risk rating of various activities. It provides a consistent approach to rating risks by defining the range of consequence and likelihood. 
Roles and Responsibilities – all University Officers are expected to actively manage risk when undertaking any University activity. The Risk Policy formally outlines the delegations (i.e. roles and responsibilities) of all members of the University community. 
Reporting – the University has established multiple reporting requirements, which include but are not limited to, risk reporting to the Executive Safety and Risk Management Committee, the Audit and Risk Committee, and Senate. The reporting frequency and detail vary based on the type of risk and the risk rating.
Assurance - the University will review the framework on a regular basis to ensure risk management is relevant, effective and achieves its purpose.
The University’s approach to managing the different types of risks is summarised below: 
	RISK TYPE
	Strategic Risk
	Operational Risk
	Compliance Risk
	Project Risk

	RISK DESCRIPTION
	Risk that may impact the University’s strategic objectives 

	Risk that may impact Business Units’ performance targets and delivery of outcomes

Can be drivers for strategic risks

	Risk that may impact the University’s ability to meet obligations (e.g. legislative, industry/ governance codes and standards, community obligations etc.)

	Risk that may impact Business Units change initiative or project deliverables, timelines, milestones, activities, budgets and output quality. 

	RISK OWNER/S
	Vice-Chancellor and Executive
	Directors and Heads of Business Units
	Directors and Heads of Business Units
	Directors/Project Managers

	OWNERS RESPONSIBILITY
	· Identify and assess strategic risks
· Develop treatment plans as necessary
· Manage and monitor progress at least quarterly
	· Identify and assess operational risks
· Develop treatment plans as necessary
· Maintain the Business Unit Risk Register (review at least annually)
	· Be aware of legislation, regulations and key obligations that impact the University
· Identify and assess compliance risks
· Develop treatment plans as necessary
· Communicate new/changing obligations to University stakeholders
	· Identify and assess project/change risks
· Develop treatment plans as necessary
· Maintain Risk Register for all major projects and change programmes

	REPORTING
	Refreshed annually and reported to the Audit and Risk Committee and Senate; significant updates provided quarterly to Audit and Risk Committee
	Escalated to the Executive Safety and Risk Management Committee and Audit and Risk Committee as required

	Material compliance risks reported to the Executive Safety and Risk Management Committee and Audit and Risk Committee on a half yearly basis.
	Reported to the Audit and Risk Committee/ Strategic Resources Committee/ Executive Safety and Risk Management Committee/ Capital Infrastructure Advisory Group/ Project Steering Group, as required
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Risk Management Process 
AS/NZS ISO 31000:2018 Risk Management states that risk management should be an integral part of all organisational activities; the effectiveness of risk management will depend on its integration into the governance of the organisation, including decision-making. 
The University has developed a template to facilitate the risk assessment process, provide consistency in recording identified risks, and support the ongoing integration of risk management practices across the University.
There are seven steps to the risk management process; 
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0. The purpose of establishing the scope, context and criteria is to customise the risk management process by understanding the objectives and operating environment in which the risk management process will be undertaken. Establishing the scope, context and criteria involves defining the objectives and developing an understanding of the environment and influences of the entity or activity.
Step 1.1 Define Scope 
0. As the risk management process may be applied at different levels (e.g. strategic, operational, programme, project, or other activities), it is important to be clear about the scope under consideration, the relevant objectives to be considered and their alignment with organisational objectives. 
When planning the approach, considerations include —
objectives and decisions that need to be made; 
outcomes expected from the steps to be taken in the process; 
time, location, specific inclusions and exclusions; 
appropriate risk assessment tools and techniques; 
resources required, responsibilities and records to be kept; and 
relationships with other projects, processes and activities. 
Step 1.2 Establish internal and external context 
0. The context of the risk management process should be established from the understanding of the external and internal environment in which the organisation operates and should reflect the specific environment of the activity to which the risk management process is to be applied. Consideration should be given to the internal and external factors that may impact the achievement of the activity or objective. 
The following questions may assist when establishing the context —
what are the objectives and strategic priorities of the Business Unit? 
what are the key activities for the year? 
what resource limitations exist? 
are there key findings from reports or audits that identify risk? 
what type of risk assessment are we considering (operational or project)? 
what may be the impact of the changing external environment? 
who are the key stakeholders and what are their expectations? 
Step 1.3 Define Criteria 
0. The final step is to define the risk criteria by specifying the risk appetite and tolerance relevant to objectives. This should be aligned with the University’s risk management framework, taking into account the scope and context.
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0. When you have identified and discussed the scope, context and criteria, the next stage of the risk process is to identify individual risks – a list of uncertain future events that are likely to have an impact (either positively or negatively) on the achievement of the objectives.
Step 2.1: Articulate risk 
0. A risk needs to be documented and communicated in ways that make it easy for others to understand the risk, even if they were not involved in the risk identification process. 
Risk identification incorporates the following elements: Event + Causes + Impacts. 
	Risk articulation 
A risk can be articulated using the following components:


	· Risk Event: Describes the potential occurrence (e.g., “something may happen”)

	· Causes: Identifies the factors that contribute to the risk, whether they are threats or opportunities.

	· Impacts: Details the outcomes/ impacts to the University from the risk. 

	
	Risk statement: “Something may happen,” caused by “a threat or an opportunity,” resulting in “specific outcomes/impacts to the activity, project, business unit, or University.”
Things to Note:

	· An effect is a deviation from the expected – positive and/or negative

	· Objectives can have different aspects (such as financial, health and safety, and environmental goals) 

	· Risk is often characterised with reference to potential events and consequences or a combination of these

	· Risk is often expressed in terms of a combination of the consequences of an event, including changes in circumstances and the associated likelihood of occurrence

	· Uncertainty is the state, even partial, of deficiency of information related to understanding or knowledge of an event, its consequence or its likelihood

	· Risk versus Issue – A risk is the effect of uncertainty on objectives (AS/NZS 31000:2018). An issue is an event that has materialised. A risk that is not managed may become an issue.

	· Risk versus Hazard – A risk is the effect of uncertainty on objectives (AS/NZS 31000:2018), while a hazard is exposure to danger or harm or a potential source of harm.





Step 2.2: Assign risk owner
0. Each risk must have a designated risk owner who has the accountability and authority to manage it effectively. Section 7 of the Risk Management Policy outlines the assignment of risk ownership.
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(A) The purpose of risk analysis is to rate the potential impact of each risk and its likelihood of occurrence. Risk analysis involves a detailed consideration of uncertainties, risk sources, consequences, likelihood, events, scenarios, controls and their effectiveness. 

UWA has a Risk Matrix to ensure consistency of risk analysis across the University. The University's Risk Matrix includes the Consequences and Likelihood Ratings guide and a heat map of both to assign a level of severity, or risk rating. 
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0. A control is a measure that mitigates the risk. Controls must be already in existence and have a material impact on the risk. For example, they can be processes, policies, systems, organisational structures, data management protocols or advisory groups. 
A well-designed control is documented and communicated. It is effective when accountability is properly assigned, and management is confident that the control is effective in managing the risk. 
Knowing what controls are already in place, and whether they are effective, helps to identify what – if any - further action is needed. 
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0. The consequence is the effect on UWA if a risk event was to occur. When comparing risks and determining risk profiles, consequence assessments need to be consistent. To assist with this, a consequence assessment table has been developed and is part of UWA’s Risk Matrix. The consequence assessment is based on the most realistic/ plausible consequence that would occur at the highest severity.
	Things to Note:

	· Measuring the likelihood and consequences of a risk event is not strictly a statistical or quantitative measure. It requires management's judgement, which can be informed by previous experiences of a similar risk event, experience of other Universities or organisations in similar scenarios, available University performance data or audit/independent review observations. 


[bookmark: _Toc184390742]Step 3.3 Assess the Likelihood 
0. The likelihood is the chance of a risk event occurring. Multiple sources of knowledge within the University can support this assessment, including lessons learned, expert opinions based on known factors, forecasts reflecting the current environment, and relevant historical data. To aid in this process, a likelihood assessment table has been developed and is included in UWA’s Risk Matrix.
[bookmark: _Toc184390743]Step 3.4 Rate the level of Risk 
0. The consequences and likelihood assessments determine the risk rating. Please use the University Risk Matrix table to make this assessment. 
Inherent risk is the risk rating before any controls are implemented.
Residual risk is the level of risk that remains after effective controls and mitigation measures are considered.
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0. Decisions about how much risk UWA can tolerate and which risks require mitigation are considered in the context of UWA’s Risk Appetite Statement, legislative and regulatory environment and business processes, and as captured in the University Risk Matrix. 
The results of the risk analysis (i.e. risk ratings) are compared with the established risk acceptance criteria (included in the Risk Matrix and in table below) to determine the additional immediate and on-going action required. 

	Risk level
	Management action required (Immediate)

	Extreme
	· Immediate attention and active management is required to de-escalate the risk
· Risk must be reported immediately to the relevant Executive, the Chief Risk Officer and the Audit & Risk Committee

	Major
	· Appropriate attention and response needed to adequately mitigate the risk.
· Risk must be reported immediately to the relevant Director and UWA Strategic Assurance (risk@uwa.edu.au)

	Moderate
	· Risk monitored by the business unit on at least a quarterly basis to determine whether current controls are adequate or if further treatment is required.

	Minor
	· Risk monitored by the business unit on at least an annual basis

	Low 
	· Risk monitored by the business unit on at least an annual basis
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0. Risk treatment is the action taken in response to the risk evaluation, where it has been determined that controls in place are deemed inadequate and additional mitigation activities are required to bring the residual risk levels to a tolerable level. 

[bookmark: _Toc184390746]Step 5.1: Consider risk treatment options 
0. There are a number of risk treatment options available —
Accepting the risk is retaining the risk through informed decision-making and appropriate endorsement. 
Reducing the risk through determining a treatment that reduces either the consequence, the likelihood or both of the risk event, or its severity if the risk was to occur. 
Sharing the risk is sharing the management of the risk with another party or parties (including contractors).
Removing a source or cause of the risk
Avoiding the risk is deciding not to start or continue with the activity that gives rise to the risk. 
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0. Once risk assessment is complete, identify treatment options and record as part of the proposed treatment action plan. Treatment plans should be integrated into management plans and processes of the organisation. 
The information provided in the treatment plan should identify responsibilities for actions, timeframes for implementation, budget requirements/ resource implications, performance measures and provisions for reviews of effectiveness. 
Evidence of completed treatment actions should be documented and reviewed to ensure the effectiveness of the treatment action. 
Once the risk has been treated the residual risk should be assessed. The residual risk should be documented and reviewed on a periodic basis. 
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0. Monitoring and review is integral to successful risk management as risks change over time. Monitoring should occur at the required frequency per the University’s risk matrix and per the below table, and/or based on a trigger event or changing circumstances.
The risk management process should be well documented and shared in order to improve risk management activities and inform planning and decision making.
Monitoring and reporting processes should be incorporated into all aspects of the risk management process and it should be taken into consideration whether —
Controls are effective; 
Treatment plans are being implemented and are managing the risks; 
Lessons from events (near misses), changes, trends, successes and failures are being learned; 
Changes in the external and internal environment are being detected; 
Emerging risks are being identified; 
Risks and risk treatments are monitored and reported per table below; and 
UWA Strategic Assurance will report strategic risks and significant Business Unit risks to the Audit and Risk Committee and Senate 



	Risk level
	Monitoring and Reporting

	Extreme
	· Active monitoring at least quarterly of the risk and risk treatments 
· Quarterly reporting to the relevant Executive, the Chief Risk Officer and the Audit & Risk Committee

	Major
	· Active monitoring at least quarterly of the risk and risk treatments
· Annual reporting of existing risks to UWA Strategic Assurance (risk@uwa.edu.au)
· Half yearly reporting to the relevant Director/ equivalent

	Moderate
	· Annual reporting to the relevant Director/ equivalent
· Annual reporting to Strategic Assurance

	Minor
	· Annual reporting to the relevant Director/ equivalent
· Annual reporting to Strategic Assurance

	Low 
	· Annual reporting to the relevant Director/ equivalent
· Annual reporting to Strategic Assurance


Key things to remember are —
each business unit’s operational risk register should be updated annually (at a minimum) and sent to UWA Strategic Assurance. 
consideration of risks and treatment plans should be embedded into business unit planning processes. 
new risks identified should be added to the risk register as soon as a business unit is aware of it, and higher rated risks escalated as appropriate (refer Table 6). 
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0. Communication and consultation needs to take place throughout all stages of the risk management process. Effective external and internal communication and consultation ensures that those who are accountable for implementing the risk management process share with stakeholders the basis on which decisions are being made and the reasons that particular actions are required. 
This may be achieved through —
Business Unit leadership team meetings; 
Cross-business unit engagement; 
Formal business planning processes; and 
Executive Leadership Team meetings.
Since the views of external stakeholders can have a significant impact on the decisions made it is important that their perceptions of risk are identified and integrated into the decision-making process. External stakeholders include community organisations, students, partners, suppliers, other Universities, other institutions, industry bodies e.g. Go8, Government and Media. 
The advantages of a consultative team approach include —
Establishing the context appropriately; 
Ensuring that the interests of stakeholders are understood and considered; 
Helping to ensure that risks are adequately identified; 
Bringing together different areas of expertise; 
Ensuring that different views are considered; and 
Assisting in securing endorsement and support for treatment action plans.
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The three lines of Defence Model provides guidance on the responsibilities of various parts of an organisation with respect to managing risk.
	FIRST LINE
	SECOND LINE
	THIRD LINE

	Operational Management University officers within their areas of accountability 
	Risk and Compliance Functions- including, but not limited to the following teams:
· Health, Safety and Wellbeing
· Strategic Assurance
· Cybersecurity Governance & Technology Risk
· Academic Quality Assurance
· Research Ethics & Integrity
	Independent Auditors – both External and Internal

	· Identify and manage risks within their areas,
· Design, implement and operate controls.
· Escalate issues.
	· Establish frameworks policies, and systems for risk and compliance.
· Identify and assess current and emerging risks through compliance and oversight.
· Provide guidance, tools, and oversight to the First Line.
· Coordinate monitoring, reporting, and escalation.
	· Conduct independent and objective reviews of internal controls.
· Offer advice relating to achieving of objectives.
· Provide recommendations to improve processes.
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Policy Library 
Risk Management intranet page
risk@uwa.edu.au

End

Version History
Ver Dec 2024: Minor amendments approved by the Chief Risk Officer on 12/12/2024.
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Risk Rating (Consequence x Likelihood)


Consider treatment options


Prepare and implement  treatment action plans


Residual risk assessment



	The University of Western Australia
	uwa.edu.au/policy
	1

	Related to UP21/16
	
	




image1.jpeg
§ WESTERN
W AUSTRALIA




image2.jpeg
§ WESTERN
W AUSTRALIA




image3.jpeg




image4.png




