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Fraud and Corruption

Investigation
Guideline

1 Intent

The intention of the Fraud and Corruption Investigation Guideline (this Guideline) is to —

support the Fraud and Corruption Policy; 

support the Fraud and Corruption Procedure; and

guide University Officers in the conducting of investigations into suspected Fraud and Corruption.

The Corruption and Crime Commission (CCC) is Western Australia's leading anti-corruption body.  It works to improve the integrity of the Western Australian public sector, it helps public sector agencies to minimise and manage serious misconduct, and it assists WA Police to reduce the incidence of organised crime.
The Public Sector Commission (PSC) aims to create conditions for a high performing public sector that can service the needs of the Western Australian community now and in the future.  It aims to bring leadership and expertise to enhance the integrity of public authorities.  It also aims to increase the effectiveness and efficiency of the public sector.
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2 Initial Assessment

As a University Officer, you may have received a Fraud and Corruption Report (a Report), or you may have identified an issue which appears to be Fraud or Corruption (an Issue) as part of your duties.  In that event, you must undertake an initial assessment of that Report or Issue to determine whether it concerns fraud or corruption (as those terms are defined in clause 3 of the Fraud & Corruption Policy).

The Director Governance and General Counsel (Director GGC) can provide advice and guidance on how to make an initial assessment of that Report or Issue if you are unclear on how to do this, and identify the steps that you can take to consider the Report or Issue further.

If your initial assessment in accordance with clause 2(A) above indicates the Report or Issue concerns fraud or corruption, and that the Report or Issue relates to the Director GGC (i.e. to the Director GGC alone or to the Director GGC and others), then —

that Report or Issue and your initial assessment must be discussed with the Senior Deputy Vice-Chancellor (SDVC) or the Vice-Chancellor;

you must not take any further steps until you have discussed those matters in accordance with (1) above;

the SDVC or the Vice-Chancellor (as appropriate) will appoint someone other than the Director GGC to be responsible for managing the further assessment and investigation of the Report or Issue;

the individual appointed to manage those matters will take the place of the Director GGC in respect of all of the following provisions of this Guideline (below), just as if those provisions —

related to fraud or corruption that involved the Director GGC; and

referred to that person instead of referring to the Director GGC;

the Director GGC will not give any advice, guidance, directions or instructions as to the assessment and investigation of the Report or Issue, either in accordance with 2 (B) above or otherwise; and

if the Director GGC purports to give any advice, guidance, directions or instructions in contravention of 2 (C)(4) above, then that advice, guidance, directions or instructions must be ignored.

If your initial assessment in accordance with clause 2.(A) above indicates the Report or Issue concerns fraud or corruption, and if that fraud or corruption does not involve the Director GGC, then, within five (5) working days, you must provide the Director GGC with all available information relating to the Report or Issue, and you must advise the Director GGC of your initial assessment.

If your initial assessment in accordance with clause 2(A) above indicates the Report or Issue concerns fraud or corruption, and if that fraud or corruption does not involve the Director GGC, then the Director GGC must further assess the case.  If the Director GGC forms a reasonable suspicion that there has been fraud or corruption when further assessing the case, then the Director GGC must report this to SDVC.  The SDVC is responsible for reporting certain alleged behaviours to external agencies such as the Crime and Corruption Commission (CCC).

When making an initial assessment in accordance with clause 2(A) above, you will need to preserve and secure any relevant evidence in line with the evidence section in this Guideline.
If the Report or Issue concerns fraud or corruption, if that fraud or corruption does not involve the Director GGC, and if the Director GGC directs you to stop any further action and/or directs you to provide all the evidence collected to the Director GGC, then you must comply with the Director GGC’s directions.

If you have not yet completed an initial assessment in accordance with clause 2(A) above, but if any anticipated fraud or corruption does not involve the Director GGC, and if the Director GGC directs you to not to proceed with an initial assessment, then you must comply with the Director GGC’s directions.  In that event, the Director GGC will conduct both the initial assessment in accordance with clause 2(A) and any further assessment that is required in accordance with clause 2(E) above.

In conducting the initial assessment in accordance with clause 2(A) above, you must not conduct any interviews or, and you must not undertake any investigation that could compromise the forensic value of available evidence, unless you are specifically directed to do so.
In conducting the initial assessment in accordance with clause 2(A) above, if you form the view that there is a workplace performance issue and/or an issue of workplace misconduct that is not notifiable, then you should advise the Director GGC and the Director HR, noting that those matters will be managed under the Universities enterprise agreements and Policies. 

3 Investigation

Where a Notification is made to an external agency such as the PSC or CCC, then the external agency may direct the University —

not to take any further actions and that the external agency is going to undertake the investigation; or

to continue with the investigation and inform the external agency of the outcome.

Where the University is directed not to investigate, then the Director GGC will be responsible for liaising with the external agency.

3.1 Appointing the Investigator 

Where the University is directed to investigate, the Director GGC and Director HR will determine that the investigation is to be undertaken by a University Officer, or recommend to the SDVC that an external investigator (an individual or an agency) be appointed to undertake the investigation.

Where the investigation is undertaken by an external investigator, then the selection of that investigator and the brief for the investigation will be managed by the Director GGC in consultation with the Director HR.

The selection of an investigator, must be based on consideration of —

their skills and subject matter expertise;

their capacity to undertake the investigation in a reasonable timeframe and on a cost-effective basis;

their objectivity and a lack of real or perceived bias; and

their demonstrated experience in appropriately investigating and reporting on matters involving fraudulent or corrupt conduct.

Regardless of whether the investigator is a University Officer or an external investigator, the investigator will be provided with clear direction in the form of an instruction, or terms of reference for the investigation, or a legal brief, which may include, but is not limited to the following —

the specific issues and matters to be examined;

the names of functional areas and key Staff Members involved;

any specialised expertise or support that may be required;

the expected costs and time period for the investigation;

the milestones, key review points and report back dates;

the requirement to maintain confidentiality and to afford procedural fairness; and

the requirement to make findings of facts based on the available information.

If a Report or Issue involved misconduct that requires disciplinary action, then the Director HR will be responsible for overseeing the disciplinary investigations to determine what disciplinary action if any should be taken.  A disciplinary investigation may proceed simultaneously with the misconduct investigation.

The Director GGC will consult with the Director HR for advice on any potential disciplinary action associated with a misconduct investigation. 
The Investigator must follow these guidelines (specifically 3.2 to 3.6) and ensure, to the best of their abilities that —

any statements they made in relation to their investigations are true and fair; and

they act fairly, in good faith, without malice, without ill will and without any improper motives. 

The University will ensure that the Investigator has access to systems and records as required to ensure findings can be made on facts. 

3.2 Investigation File Management

The Investigator should maintain an investigation file during the course of the investigation and the file should include the following —

a running sheet;

an evidence log;
the original report and submitted attachments;

any evidence gathered during the initial assessment;

investigator file notes;

witness statements;

letters, emails and other relevant documents;

seized documents;

the respondent(s) statements;

any other relevant information such as photographs, screen shots and floor plans; and

any other materials that may constitute evidence collected by the investigator.
3.3 Procedural Fairness (Natural Justice)

Fraud and Corruption are serious matters that can have significant impacts on the University’s resources and reputation.  Balanced with the risks to the University, investigations must be undertaken with consideration of confidentiality and procedural fairness. 

Employees who make a Fraud and Corruption Report are entitled to reasonable protection from detrimental action whether they made the report via the University system, or as a protected Public Interest Disclosure (PID).  Specific responsibilities of the University in response to a PID are set out in the Public Interest Disclosure Policy.

Respondents have rights as noted in 3.3 (D), however, those rights and the timing of specific rights will be determined on a case-by-case basis as there may be other factors that need to be considered including, but not limited to —

any requirement imposed by an external agency (such as the CCC) that prevents the person who is suspected of fraudulent or corrupt conduct (known as the Person of Interest (POI)) being informed;

consideration of whether advising the POI at a particular point in an investigation may prejudice the investigation; and

where an individual needs to be suspended during the investigation process to prevent further loss to the University.  

A POI has the right to the following with limitations as noted in 3.3 (C) above —

confidentiality;

an unbiased and proper investigation;

to be informed about what is being investigated; and

to be supported/represented. 
3.4 Confidentiality

At some point in an investigation it may be necessary to identify the individual who made the Fraud and Corruption Report, or to do something that will result in that individual becoming identifiable.  In addition to the obligations under the Public Interest Disclosure Policy, the investigator will usually discuss this with the individual who made the Fraud and Corruption Report except where —

it is necessary to do so with regard to the rules of natural justice; and/or

it is necessary to enable the investigation to be effectively undertaken.
The POI should not initially be advised of the initial assessment or the commencement of the investigation where that may prejudice those processes.

All correspondence relating to the investigation and all material produced in the course of an investigation should be marked ‘Private and Confidential’.

If the University is entitled to claim legal professional privilege in respect of any correspondence relating to the investigation or in respect of material produced in the course of an investigation, then that correspondence or material should be marked ‘Privileged and Confidential’.  The investigator and all Staff Members should take all reasonable steps to ensure they do not waive any entitlement to claim legal professional privilege in respect of that correspondence or material (whether intentionally or inadvertently).

Subject to the above maters (including the matters referred to in paragraphs 3.4(C) and 3.4(D) above, all reasonable steps should be taken by the investigator to not name the POI to ensure —

procedural fairness and natural justice;

they are not impacted by unsubstantiated accusations;

that prematurely alerting individuals does not affects the integrity of the investigation; and

that statements are not made that could expose the University to legal liability for damages. 
3.5 Evidence

Evidence that is obtained properly, secured correctly, and ordered against elements of a report is essential in an effective investigation process.

Evidence needs to be —

of sufficient substance to support a finding;

where possible written documents, system entries, system logs and other objective records, rather than unsupported testimony (although a written record of verbal testimony should be collected where no other evidence is available); and

where possible, verbal statements should be —

recorded in writing;

confirmed by the individual who made the statement;

signed and dated by that individual; and

ideally, sworn or affirmed by that individual in accordance with the requirements for an affidavit or a statutory declaration, and witnessed by another individual in accordance with those requirements.  

Documents acquired may be needed for different processes, including a possible discipline investigation by Human Resources.  The original document should not be tampered with or changed in any physical way – which this includes writing on the document, punching holes, stapling, etc.
3.6 Record Keeping 

On commencement of any investigation under this Guideline the Director GGC will ensure that a restricted access TRIM file is established and that all records relating to the investigation are placed into this TRIM file.
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