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Multi-factor Authentication (MFA) setup

MFA Setup will take around 5-10 minutes to complete, and you'll need a computer and
smartphone to make things simple.

1. On your phone, download Microsoft Authenticator from the App or Play store. Make
sure to Allow notifications when prompted.

2. On your computer, browse to https://uwa.edu.au/mfasetup and log in with your UWA
account:
e For students, use studentID@student.uwa.edu.au
e For staff, use staffl D@uwa.edu.au
e For visitors and guests, use visitorID@ext.uwa.edu.au

3. Navigate to the Security info tab on the left.

4. click +Add sign-in method, choose Microsoft Authenticator, then click Next until a
QR code is displayed — leave this page open.

5. On your phone, open the Microsoft Authenticator app, tap Add account, then Work or
school account, and choose Scan a QR code.

6. Use your phone to scan the QR code on the browser window you left open in step #4.
7. Onyour computer, click Next.

8. Onyour phone, enter the number displayed on the computer screen, click Yes — your
authenticator app is now set up.

Adding a Primary Passkey
9. Whilst on your device, select the UWA account from the Authenticator app to open the
management page.

10. Under Other ways to sign in, click Create a passkey
11.You'll need to Sign In again using your password and MFA.
12.0Once signed in a Passkey will be automatically created

Adding a Backup Passkey (useful for if you change devices)
13. Back on your computer, click Next to close the dialog box, then navigate to the Security
info tab as in step #3, click +Add sign-in method, and choose Passkey.

14.Click Next

15. A Windows Security popup will open showing a QR code.
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e If there is not a QR code, you may need to click Change > iPhone, iPad or
Android device
16. Open the camera on your phone to scan the QR code and click Save a Passkey

17.You'll be presented with options on where to save the backup passkey:
e For IOS - Save in Passwords
e For Android — Save in Google Password Manager or Samsung Pass

18. Once selected click Add Passkey. Back on the computer, click Next.

19. Select Done.

Your phone is now set up to use the authenticator app for MFA with a Passkey, and you've also

setup a backup Passkey — handy if you upgrade to a new phone handset, or if you uninstall your
authenticator app by mistake.

Additional support resources and contacts are available via the UWA MFA website.
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