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Risk
Management
Guideline

1 Intent
(A). The University is committed to a strong, integrity-driven approach to the issue of risk, and transparent risk management practices. The Senate, Audit and Risk Committee (ARC) and the Vice-Chancellor oversee the University’s risk management framework with the assistance of the Governance directorate. 

(B). The Risk Policy formally affirms the University’s strategic commitment to create and sustain a risk management culture which —

(1). supports the University in the achievement of its strategic objectives; 

(2). safeguards the University's assets - people, property and information; 

(3). creates an environment and provides the resources for all employees to assume responsibility for risk management; and 

(4). protects the relevant interests of all of the University's stakeholders. 

(C). This Risk Management Guidelines (‘Guidelines’) supplement the Risk Policy and has been designed to enable a consistent and comprehensive approach to managing risk across the University. It assists employees with the risk management process, including the provision of tools to complete risk assessments and treat risks.
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(D). This Guideline is to be read in conjunction with the following —
Risk Policy;

Risk Appetite Statement;

Risk Management Guidelines; and

UWA Risk Matrix.
2 Risk Management Principles 

(A). The purpose of risk management is the creation and protection of value. It improves performance, encourages innovation and supports the achievement of objectives. It improves decision-making through greater awareness of business risks and their potential impacts, positive and/or negative.

(B). AS/NZS ISO 31000:2018 Risk Management is the standard that provides the framework, principles and process for managing risks in an organisation. The University has adopted the framework and principles of risk management as set out in that standard; illustrated in Figure 1.
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Figure 1
Effective risk management requires the elements of the Principles (included in Figure 1) and can be further explained as follows —
integrated – Risk management is an integral part of all the University’s activities. 

structured and comprehensive – a structured and comprehensive approach to risk management contributes to consistent and comparable results. 

customised – the risk management framework and process are customized and proportionate to the University’s external and internal context related to its objectives. 

inclusive – appropriate and timely involvement of stakeholders enables their knowledge, views and perceptions to be considered. This results in improved awareness and informed risk management. 

dynamic – risks can emerge, change or disappear as the University’s external and internal context changes. Risk management anticipates, detects, acknowledges and responds to those changes and events in an appropriate and timely manner. 

best available information – the inputs to risk management are based on historical and current information, as well as on future expectations. Risk management explicitly takes into account any limitations and uncertainties associated with such information and expectations. Information should be timely, clear and available to relevant stakeholders. 

human and cultural factors – human behaviour and culture significantly influence all aspects of risk management at each level and stage. 

continual improvement - risk management is continually improved through learning and experience.

3 Risk Management Framework Overview 

(A). The Risk Management Framework consists of the organisational arrangements (including roles and responsibilities), practices and supporting tools required to implement consistency and embed risk management into the culture, processes and systems of the University. The University’s Risk Management Framework has been developed taking into account the components of the framework identified in the Standard. 

(B). The key elements of the Risk Management Framework (illustrated in Figure 2) are —
(1). Policy – expresses the required Risk Management practices and behaviours 

(2). Guidelines - to be read in conjunction with the Policy. To guide, direct and assist everyone to better understand the principles of risk management and to ensure consistent processes are in place for managing risk. 

Risk Appetite Statement – defines the degree of risk that the University is willing to accept in pursuit of its strategic and operational objectives. It is used to guide University employees in decision making by defining the boundaries for risk taking ensuring decisions align to the University’s risk appetite.

(3). Risk Matrix – is used to assist employees in assessing the risk rating of various activities. It provides a consistent approach to rating risks by defining the range of consequence and likelihood. 

(4). Roles and Responsibilities – all employees are expected to actively manage risk when undertaking any University activity. The Risk Policy formally outlines the delegations (i.e. roles and responsibilities) of all members of the University community. 

(5). Reporting – the University has various reporting requirements, including but not limited to, risk reporting to the Executive, Audit and Risk Committee and Senate. 

Assurance - on a regular basis (or as needs basis) the University will review the framework to ensure risk management is relevant, effective and achieves its purpose.
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Figure 2
(C). UWA’s approach to managing the different types of risks is presented in Figure 3. 

	Risk Type
	Risk Description
	Risk Owner
	Owners Responsibility
	Assurance
	Reporting

	Strategic Risk
	Significant University risks which could affect the achievement of the University’s strategic objectives.
	Vice-Chancellor & Executive
	· Identify strategic risks

· Assess residual risk

· Develop treatment plans (if necessary)

· Manage and monitor progress at least quarterly
	UWA Risk review strategic risk control indicators half yearly (quantitative) and consult with Executive owners (qualitative).
	Inclusion as appropriate in Risk and Compliance reporting to ARC.

	Operational Risk
	Risks that could affect the achievement of the relevant business unit’s objectives.
	Directors & Heads of Business Units
	· Identify risks which could expose or affect the success of the business unit

· Record risks in the business unit’s Risk Register

· Assess residual risk

· Develop treatment plans (if necessary)

· Manage and monitor progress of Major and Extreme risks at least quarterly

· Escalate Major and Extreme residual risks to relevant Executive and UWA Risk

· Re perform risk assessment process annually and update the business unit Risk Register
	UWA Risk provide support, as required, to business units to perform risk assessments and liaise with the Business Unit to discuss progress of treatment plans for Major and Extreme risks.

Internal Audit / OAG include selected operational risk controls in their audits
	Inclusion of significant Business Unit risks in Risk and Compliance reporting to ARC.

	Compliance Risk
	Risks that expose the University to legal penalties and/or reputational damage.
	Executive
	· Be aware of the legislation, regulations and key obligations that affect their University activity

· Record risks relating to breach of key obligations in the business units Risk Register

· Assess residual risk

· Develop treatment plans (if necessary)

· Manage and monitor progress at least quarterly

· Escalate Major and Extreme residual risks to relevant Executive and UWA Risk

· Communicate new/changing obligations to  UWA Risk 
	UWA Risk consult half yearly with Compliance Risk Champions on key legislation outlined in the UWA Compliance Risk Register to ascertain progress of treatment plans or new controls for new / changed obligations.

Internal Audit / OAG include selected compliance risk controls in their audits
	Comment on compliance with Key Legislation as outlined in the UWA Compliance Register in Risk and Compliance reporting to ARC.

	Project/Change Risk
	Risk that expose Business Units to failure against change initiative or project timelines, milestones, activities, budgets and output quality.
	Directors / Project Managers (Executive if strategic project)
	· Identify project risk/change risks

· Assess residual risk

· Develop treatment plans (if necessary)

· Manage and monitor progress as appropriate (depending on importance of remediation in terms of project timeline)

· Maintain Risk Register for all major projects and change programmes (consider criticality to achievement of University outcomes)
	Internal Audit / OAG include selected compliance risk controls in their audits
	Inclusion as appropriate in Risk and Compliance reporting to ARC. 




Figure 3
4 Risk Management Process 

(A). AS/NZS ISO 31000:2018 Risk Management states that risk management should be an integral part of all organisational activities; the effectiveness of risk management will depend on its integration into the governance of the organisation, including decision-making. 

(B). There are seven steps to the risk management process; all seven steps need to be considered in developing a risk profile as illustrated by Figure 4.
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Figure 4
(C). The University has developed a template to facilitate the risk assessment process and keep a record of risks identified.

Step 1: Scope and Context 

(D). The purpose of establishing the scope, the context and criteria is to customise the risk management process. Scope, context and criteria involve defining the scope of the process, and understanding the external and internal context.
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Step 1.1 Define Scope 

(E). As the risk management process may be applied at different levels (e.g. strategic, operational, programme, project, or other activities), it is important to be clear about the scope under consideration, the relevant objectives to be considered and their alignment with organizational objectives. 

(F). When planning the approach, considerations include —
objectives and decisions that need to be made; 

outcomes expected from the steps to be taken in the process; 

time, location, specific inclusions and exclusions; 

appropriate risk assessment tools and techniques; 

resources required, responsibilities and records to be kept; and 

relationships with other projects, processes and activities. 

Step 1.2 Establish internal and external context 

(G). The context of the risk management process should be established from the understanding of the external and internal environment in which the organization operates and should reflect the specific environment of the activity to which the risk management process is to be applied. 

(H). The following questions may assist when establishing the context —
what are the objectives and strategic priorities of the Business Unit? 

what are the key activities for the year? 

what resource limitations exist? 

are there key findings from reports or audits that identify risk? 

what type of risk assessment are we considering (operational or project)? 

what may be the impact of the changing external environment? 

who are the key stakeholders and what are their expectations? 

Step 2: Risk assessment - Risk Identification 

(I). When you have identified and discussed the scope, context and criteria, the next stage of the risk process is to identify individual risks.
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Step 2.1: Articulate risk 

(J). A risk needs to be documented and communicated in ways that make it easy for others to understand the risk, even if they were not involved in the risk identification process. 

(K). Risk identification incorporates the following elements: Event + Causes + Impacts. 

	Risk articulation

	· The risk event (something may happen)

	· Caused by…. (a threat or an opportunity)

	· Resulting in…. (an outcome/ impact to University of Western Australia)

	Things to Note:
· An effect is a deviation from the expected – positive and/or negative

· Objectives can have different aspects (such as financial, health and safety, and environmental goals) 

· Risk is often characterised with reference to potential events and consequences or a combination of these

· Risk is often expressed in terms of a combination of the consequences of an event, including changes in circumstances and the associated likelihood of occurrence

· Uncertainty is the state, even partial, of deficiency of information related to understanding or knowledge of an event, its consequence or its likelihood

· Risk versus Issue – A risk is the effect of uncertainty on objectives (AS/NZS 31000:2018).  An issue is an event that has materialised.  A Risk that is not managed may become an issue.
· Risk versus Hazard – A risk is the effect of uncertainty on objectives (AS/NZS 31000:2018), while a hazard is exposure to danger or harm or a potential source of harm.



Step 2.2: Categorise the risk

(L). Risk identification should always be considered in the context of UWA’s business objectives and sources of risk. Risk categories have been defined to analyse and consolidate risk information by categorising them by the source of risk. Risk categories defined as part of the University’s Risk management framework are presented in Figure 5. 

	Risk Category
	Description
	Example Areas

	1. Learning and Teaching
	 All activities related to delivering core services (e.g., course is not attractive to the market).
	• Teaching Quality
• Student expectations and experience
• WIL/Exchange placements
• Student outcomes
• Accreditation
	• TEQSA
• Student profile/participation
• Brand and reputation
• Curriculum relevance

	2. Economic and Financial 
	Availability of finances to maintain operations and implement strategic initiatives (e.g. unavailability of funds to enact the strategy, limiting its effectiveness).  Market sustainability and financial viability to drive growth, including the recruitment and management of students and research opportunities from chosen markets (e.g. inability to grow Asian market).
	• Financial management & grant administration
• Budgeting and planning
• Expenditure management
• Funding arrangements
• Financial accounting and reporting 
	• Purchasing
• Student recruitment
• Fraud
• International profile

	3. Governance and Compliance
	All activities in relation to good governance and complying with relevant legislation (e.g. Poor governance of strategic projects)
	• Planning, programming and service delivery
• Audit
• Senate and its committees effectiveness
• Delegations and authorities
• Fraud control 
• Regulation and legislation management
	• Policy management
• Complaints management
• External reporting
• Service level agreements
• Organisational resilience

	4. People
	 The management of all people including staff and students (e.g. not having the capacity and capability within the current workforce to deliver teaching, learning and research needs).
	• Industrial relations
• Workforce management
• Training and recruitment
• Health, safety and well-being of staff
• Learning and development and capabilities
	• People management
• Change management

	5.  Infrastructure and Systems
	Supporting assets and systems that enable the delivery of products and services (e.g. buildings are not equipped to support the technological innovation required to meet student demand).
	• Physical and Digital Asset management
• Building security
• Computer system security
• IT Applications/Business systems
• Infrastructure management
• Information and records management
	• Disruption
• Capital projects
• Environmental sustainability

	6. Research
	All activities related to the delivery of research in the form of grants and publications that contribute to the University’s ratings (e.g. failure to commercialise research to grow new revenue stream and increase rankings).
	• Contract
• Health, safety and Environment
• Costing
• Project governance
• Reputation
	• Commercial management
• Ethical conduct
• Research outputs

	7. Third Party
	All activities related to a third party with whom the University has a written agreement.
	• Research contracts/agreements
• Commercialisation agreements
• Agreements with contractors/service providers
	• Funding agreements
• Donors (corporate, individual)
•Visiting academics, guest lecturers, adjunct academics
• Agreements with foreign universities

	8. Fraud and Corruption
	Any corrupt and dishonest activity where a person abuses their position of trust in order to achieve some personal gain or advantage.
	• Academic integrity
• Research integrity
• Employee integrity
• Misappropriation of funds
• Managing contracts outside of UWA Policy
	• Tendering outside of UWA Policy
• Conflicts of interest

• Misuse of UWA assets


Figure 5
Step 2.3: Assign risk owner

(M). Each risk should be assigned a risk owner who has the accountability and authority to manage the risk.

Step 3: Risk Assessment - Risk Analysis 

(N). The purpose of risk analysis is to comprehend the nature of risk and its characteristics including, where appropriate, the level of risk. Risk analysis involves a detailed consideration of uncertainties, risk sources, consequences, likelihood, events, scenarios, controls and their effectiveness. An event can have multiple causes and consequences and can affect multiple objectives.
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(O). UWA has a Risk Matrix to ensure consistency of risk analysis across the University. The University's Risk Matrix includes the Consequences and Likelihood Ratings guide. 

Step 3.1: Identify Existing Controls

(P). A control is a measure that modifies the risk. Controls must be already in existence and be material. For example, they can be processes, policies, systems, data, structures, organisational protocols or advisory groups. 

(Q). A well-designed control is documented and communicated. It is effective when accountability is properly assigned and management is confident that the control is effective in managing the risk. 

(R). Knowing what controls are already in place, and whether they are effective, helps to identify what – if any - further action is needed. 

	Things to Note:

	· A control includes any process, policy, device, practice or other action that mitigates risk.

	· A control may not always exert the intended or assumed modifying effect.


Step 3.2: Assess the Likelihood 

(S). The likelihood is the chance of a risk event occurring. There are multiple knowledge points within U
(T). WA that will support this assessment, such as lessons learned, opinion based on known factors, forecasts based on the current environment, and relevant and historical data. To assist with this, a likelihood assessment table has been developed and is part of UWA’s Risk Matrix. 

Step 3.3 Assess the Consequence 

(U). The consequence is the effect on UWA if a risk event was to occur. When comparing risks and determining risk profiles, consequence assessments need to be consistent. To assist with this, a consequence assessment table has been developed and is part of UWA’s Risk Matrix. 

	Things to Note:

	· Measuring the likelihood and consequences of a risk event is not strictly a statistical or quantitative measure. It requires management's judgement, which can be informed by previous experiences of a similar risk event, experience of other Universities or organisations in similar scenarios, available University performance data or audit/independent review observations. 


Step 3.4 Rate the level of Risk 

(V). The consequences and likelihood assessments determine the risk rating. Please use the University Risk Matrix table to make this assessment. 

Step 4: Risk Assessment – Risk Evaluation 

(W). Decisions about how much risk UWA can tolerate and which risks require mitigation are considered in the context of UWA’s Risk Appetite Statement, legislative and regulatory environment and business processes, and as captured in the University Risk Matrix. 

(X). The results of the risk analysis (i.e. risk ratings) are compared with the established risk acceptance criteria (included in the Risk Matrix and in Figure 6 below) to determine the additional immediate and on-going action required. 
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Figure 6
Step 5: Risk Assessment - Risk Treatment 

(Y). The purpose of risk treatment is to select and implement options for addressing risk.
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Step 5.1: Consider risk treatment options 

(Z). There are a number of risk treatment options available —
Accepting the risk is retaining the risk through informed decision-making and appropriate endorsement. 

Reducing the risk is changing the risk through determining a treatment that reduces either the consequence, the 

likelihood or both of the risk event, or its severity if the risk was to occur. 

Sharing the risk is sharing the management of the risk with another party or parties (including contractors).

Avoiding the risk is deciding not to start or continue with the activity that gives rise to the risk. 

Step 5.2 Treatment action plans 

(AA). Once risk assessment is complete, identify treatment options and record as part of the proposed treatment action plan. Treatment plans should be integrated into management plans and processes of the organisation. 

(AB). The information provided in the treatment plan should identify responsibilities for actions, timeframes for implementation, budget requirements/ resource implications, performance measures and provisions for reviews of effectiveness. 

(AC). Once the risk has been treated the residual risk should be assessed. The residual risk should be documented and reviewed on a periodic basis. 

Step 6: Monitoring and Reporting (ongoing) 

(AD). Monitoring and reporting processes should be incorporated into all aspects of the risk management process and it should be taken into consideration whether —
controls are effective; 

treatment plans are being implemented and are managing the risks; 

lessons from events (near misses), changes, trends, successes and failures are being learned; 

changes in the external and internal environment are being detected; 

emerging risks are being identified; 

risks and risk treatments are monitored and reported per Figure 7; and 

UWA Risk will report strategic risks and significant Business Unit risks to the Audit and Risk Committee and Senate 
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Figure 7
(AE). To facilitate risk reporting, the following annual risk calendar has been developed: 
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(AF). Key things to remember are —
each business unit’s operational risk register should be updated annually (at a minimum) and sent to UWA Risk. 

consideration of risks and treatment plans should be embedded into business unit planning processes. 

new risks identified should be added to the risk register as soon as a business unit is aware of it, and higher rated risks escalated as appropriate (refer Table 6). 

Step 7: Communication and Consultation (ongoing) 

(AG). Communication and consultation needs to take place throughout all stages of the risk management process. Effective external and internal communication and consultation ensures that those who are accountable for implementing the risk management process share with stakeholders the basis on which decisions are being made and the reasons that particular actions are required. 

(AH). This may be achieved through —
 Business Unit leadership team meetings; 

 Cross-business unit engagement; 

 Formal business planning processes; and 

 Executive Leadership Team meetings.
(AI). Since the views of external stakeholders can have a significant impact on the decisions made it is important that their perceptions of risk are identified and integrated into the decision making process. External stakeholders include community organisations, students, partners, suppliers, other Universities, other institutions, industry bodies e.g. Go8, Government and Media. 

(AJ). The advantages of a consultative team approach include —
Establishing the context appropriately; 

Ensuring that the interests of stakeholders are understood and considered; 

Helping to ensure that risks are adequately identified; 

Bringing together different areas of expertise; 

Ensuring that different views are considered; and 

Assisting in securing endorsement and support for treatment action plans.

5 Additional information 

· Policy Library 

· 

 HYPERLINK "https://uniwa.sharepoint.com/sites/intranet-business-support/sitepages/Understand-our-Risk-Management-Framework.aspx" 

Risk Management intranet page

· legal@uwa.edu.au 
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